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This Users Manual describes the functions, performance, and
application methods needed for optimum use of the unit. A. Appendices

Please observe the following when using this unit.

» This product is designed for use by qualified personnel with a

knowledge of electrical systems.

Before using the product, thoroughly read and understand this Users

Manual to ensure correct use.

» Keep this Users Manual in a safe location so that it is available for
reference whenever required.

» PDF version of this manual can be downloaded from the OMRON
website. (https://www.omron.com)
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— NOTE

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in
any form, or by any means, mechanical, electronic, photocopying, recording, or otherwise, without the prior
written permission of OMRON.

No patent liability is assumed with respect to the use of the information contained herein. Moreover, because
OMRON is constantly striving to improve its high-quality products, the information contained in this manual is
subject to change without notice. Every precaution has been taken in the preparation of this manual. Neverthe-
less, OMRON assumes no responsibility for errors or omissions. Neither is any liability assumed for damages
resulting from the use of the information contained in this publication.

— Trademarks

» Microsoft, Windows is either registered trademarks or trademarks of Microsoft Corporation in the United States
and other countries.

* ODVA, CIP, CompoNet, DeviceNet, and EtherNet/IP are trademarks of ODVA.
» Modbus is a registered trademark of Schneider Electric.

Other company names and product names in this document are the trademarks or registered trademarks of their
respective companies.

— Copyrights

Microsoft product screen shots reprinted with permission from Microsoft Corporation.
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Terms and Conditions Agreement

e Warranty, Limitations of Liability
Warranties

m Exclusive Warranty

Omron’s exclusive warranty is that the Products will be free from defects in materials and workmanship for a period of
twelve months from the date of sale by Omron (or such other period expressed in writing by Omron). Omron
disclaims all other warranties, express or implied.

m Limitations

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT NON-
INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF THE PRODUCTS.
BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE PRODUCTS WILL SUITABLY MEET
THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based on infringement by
the Products or otherwise of any intellectual property right.

m Buyer Remedy

Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally shipped with
Buyer responsible for labor charges for removal or replacement thereof) the non-complying Product, (ii) repair the
non-complying Product, or (iii) repay or credit Buyer an amount equal to the purchase price of the non-complying
Product; provided that in no event shall Omron be responsible for warranty, repair, indemnity or any other claims or
expenses regarding the Products unless Omron’s analysis confirms that the Products were properly handled, stored,
installed and maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return of
any Products by Buyer must be approved in writing by Omron before shipment. Omron Companies shall not be liable
for the suitability or unsuitability or the results from the use of Products in combination with any electrical or electronic
components, circuits, system assemblies or any other materials or substances or environments. Any advice,
recommendations or information given orally or in writing, are not to be construed as an amendment or addition to the
above warranty.

See http://www.omron.com/global/ or contact your Omron representative for published information.

Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY WAY CONNECTED WITH

THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT, WARRANTY, NEGLIGENCE OR STRICT
LIABILITY.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on which liability is
asserted.



Terms and Conditions Agreement (continued)

e Application Considerations
Suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations which apply to
the combination of the Product in the Buyer’s application or use of the Product. At Buyer’s request, Omron will
provide applicable third party certification documents identifying ratings and limitations of use which apply to the
Product. This information by itself is not sufficient for a complete determination of the suitability of the Product in
combination with the end product, machine, system, or other application or use. Buyer shall be solely responsible for
determining appropriateness of the particular Product with respect to Buyer’s application, product or system. Buyer
shall take application responsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR PROPERTY OR
IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE HAS BEEN DESIGNED TO
ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS PROPERLY RATED AND INSTALLED FOR
THE INTENDED USE WITHIN THE OVERALL EQUIPMENT OR SYSTEM.

Programmable Products
Omron Companies shall not be responsible for the user’s programming of a programmable Product, or any
consequence thereof.

e Disclaimers

Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for the user in
determining suitability and does not constitute a warranty. It may represent the result of Omron’s test conditions, and
the user must correlate it to actual application requirements. Actual performance is subject to the Omron’s Warranty
and Limitations of Liability.

Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and other reasons. It is
our practice to change part numbers when published ratings or features are changed, or when significant
construction changes are made. However, some specifications of the Product may be changed without any notice.
When in doubt, special part numbers may be assigned to fix or establish key specifications for your application.
Please consult with your Omron’s representative at any time to confirm actual specifications of purchased Product.

Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; however, no
responsibility is assumed for clerical, typographical or proofreading errors or omissions.



PRECAUTIONS ON SAFETY

Key to Warning Symbols

Indicates a potentially hazardous situation which, if not avoided, will
Y " \ CAUTION result in minor or moderate injury, or there may be property damage.

Meanings of the symbols

Symbol Meaning
General Caution
Indicates non-specific general cautions, warnings, and dangers.
Caution Electrical shock caution
Indicates possibility of electric shock under special conditions.
/ Explosion caution
(. Indicates possibility of explosion under special conditions.
General prohibitions
Indicates a general prohibition without particular categorization.
Prohibition
Disassembly prohibition
‘3 This indicates that there is the danger of electric shock or other injury if the
unit is disassembled.
Mandatory Mandatory actions
Caution Indicates a general action that must be performed by the user.




PRECAUTIONS ON SAFETY (continued)

Warning Indications

/\ CAUTION

Breakdown or explosion may occasionally occur.
Use the power voltage and load within the specified and rate ranges.

Minor or moderate injury or property damage may occur due to explosion.
Do not use in locations exposed to flammable or explosive gases.

Electric shock may occasionally occur.
Do not touch any of the terminals while the power is being supplied.

Minor electric shock, fire, or malfunction may occasionally occur.
Never disassemble, modify, or repair the product.

Electric shock may occasionally occur.
Always make sure that the power to the circuit the CT is being attached to is turned OFF
before connecting the CT *.

Property damage may occur due to fire.
Always make sure that the wires are connected properly before turning ON the power

supply.

Minor injury due to electric shock may occasionally occur.
Do not touch the product except for any buttons (keys) while power is being supplied.

Property damage may occasionally occur due to ignition.
When wiring, make sure that the wiring material is properly inserted all the way into each
terminal hole of the product.

Minor electric shock, fire, or malfunction may occasionally occur. Do not allow metal
objects, conductors, or cuttings from installation work to enter the product.

OO OB

* CT: Current Transformer



PRECAUTIONS ON SAFETY (continued)

/\ CAUTION

Take adequate security measures against DDoS attacks (Distributed Denial of Service attacks), computer viruses
and other technologically harmful programs, unauthorized access and other possible attacks before using this
product.

Security Measures

Anti-virus protection
Install the latest commercial-quality antivirus software on the computer connected to the control/ 0
monitor system and maintain to keep the software up-to-date.

Security measures to prevent unauthorized access

Take the following measures to prevent unauthorized access to our products.

« Install physical controls so that only authorized personnel can access control/monitor systems and
equipment.

» Reduce connections to control/monitor systems and equipment via networks to prevent access
from untrusted devices.

« Install firewalls to shut down unused communications ports and limit communications hosts and
isolate control/monitor systems and equipment from the IT network.

 Use a virtual private network (VPN) for remote access to control/monitor systems and equipment.

+ Scan virus to ensure safety of SD cards or other external storages before connecting them to
control/monitor systems and equipment.

=

Data input and output protection

Validate backups and ranges to cope with unintentional modification of input/output data to control/

monitor systems and equipment.

» Checking the scope of data

» Checking validity of backups and preparing data for restore in case of falsification and
abnormalities

« Safety design, such as emergency shutdown, in case of data tampering and abnormalities

Data recovery
Backup data and keep the data up-to-date periodically to prepare for data loss.

When using an intranet environment through a global address, connecting to a SCADA or an
unauthorized terminal such as an HMI or to an unauthorized server may result in network security
issues such as spoofing and tampering. You must take sufficient measures such as restricting
access to the terminal, using a terminal equipped with a secure function, and locking the installation
area by yourself.

When constructing an intranet, communication failure may occur due to cable disconnection or the
influence of unauthorized network equipment. Take adequate measures, such as restricting physical
access to network devices, by means such as locking the installation area.

When using a device equipped with the SD Memory Card function, there is a security risk that a third
party may acquire, alter, or replace the files and data in the removable media by removing the
removable media or unmounting the removable media. Please take sufficient measures, such as
restricting physical access to the Controller or taking appropriate management measures for
removable media, by means of locking the installation area, entrance management, etc., by yourself.

eSS &




PRECAUTIONS ON SAFETY (continued)

Security Measures of Software Tool (Condition Monitoring Configuration Tool)

10

To prevent computer viruses, install antivirus software on a computer where you use this software.
Make sure to keep the antivirus software updated.

Keep your computer's OS updated to avoid security risks caused by a vulnerability in the OS.
Manage usernames and passwords in the OS or this software carefully to protect them from
unauthorized uses.

Always use the highest version of this software to add new features, increase operability, and
enhance security.

Set up a firewall (E.g., disabling unused communications ports, limiting communications hosts,
etc.) on a network for a control/monitor system and devices to separate them from other IT
networks. Make sure to connect to the control/monitor system inside the firewall.

Use a virtual private network (VPN) for remote access to a control/monitor system and devices
from this software.

Seeee




PRECAUTIONS FOR SAFE USE

Observe the following to ensure safe use of model KM-PMBN-EIP.

« If the product is used in a manner not specified by the INSTRUCTION MANUAL, the protection provided by the
product may be impaired.
* Do not use or store the product in any of the following locations.
+ Locations subject to shock or vibration
+ Unstable locations
» Locations subject to temperatures or humidity outside rated ranges
» Locations subject to condensation as the result of severe changes in temperature
» Qutside or otherwise exposed to direct sunlight and weather
+ Locations subject to static electricity or other forms of noise
+ Locations exposed to electromagnetic fields
» Locations subject to exposure to water or oil
* Locations exposed to water
+ Locations subject to exposure to salt water spray
+ Locations subject to corrosive gases (in particular, sulfide gas and ammonia gas)
 Locations subject to dust (including iron dust)
* Locations subject to exposure to solvents
 Locations subject to bugs and small animals
 Locations subject to a load
» Ensure the screws fixing the DIN rails are tight. Also ensure that the DIN rails and the body are attached properly.

Looseness may cause the DIN rails, body, and wires to separate if vibrations or impacts occur.

» Use 35mm width DIN rails (OMRON, model PFP-50N/-100N).

+ Use AWG24 to 12 to wire the input voltage terminals. The heat resistant temperature of the wire is 70 degrees or
more.

+ Be sure to check that the wiring is correct before turning on the power.

» Before using or maintaining the product, thoroughly read and understand this manual.

» Understand the user manual before setting the device.

* Do not pull cables.

» For compliance with standards and safety, in order to protect against overcurrent, install a branch circuit protector
with a rated current of 1A conforming to the voltage at which the device is used and the appropriate standards of
the country where the device is used (US: UL Listed, Canada: cUL Listed,and other countries: for example,
IEC60947-1 and IEC60947-2). Failure to do so may lead to an electric shock or fire. Check the wiring diagram in
this manual to connect the voltage input terminal of this product to the branch circuit protector. If multi-electrode
breakers are being used to overcurrent protector, the neutral conductor and the contactless ground of the main
power supply must all be shut down simultaneously. (For example, a 4-pole circuit breaker that can simultaneously
disconnect 4 poles.) If other branch circuit protector (for example, fuse) is to be used as an overcurrent protector,
select ones with the same characteristics for all poles.

+ Before using the device, be sure to check the wiring before turning on the power. Electric shock, injury, accident, or
malfunction may occasionally occur because defective wiring.

» This is a“class A”product. In residential areas it may cause radio interference. The user may be required to take
adequate measures to reduce interference if this occurs.

» Separate the product wiring from high-voltage or high-current power lines to prevent inductive noise. Do not place
the product wiring parallel to or in the same ducts or conduits as power lines.

« Do not install the product close to heat-producing devices (those using coil elements, for instance).

* When mounting the product on the DIN rail, slide the DIN hook unit until a clicking sound is heard.

* Be sure to wire properly with the correct terminal name. Do not wire unused terminals.

+ If EtherNet/IP tag data links (cyclic communications) are used with a repeating hub, the communications load on
the network will increase.

This will increase collisions and may prevent stable communications.

 Follow the directions indicated in the manual for connecting EtherNet/IP or the cable. It may result in

communication failure.

11



PRECAUTIONS FOR SAFE USE (continued)

« If you accidentally drop the product, the inside of the product may be damaged, so do not use it.

» Periodically check that the LED indicators operate correctly.

Depending on the operating environment, the display or indicators may fail due to deterioration.

» Use and store the product in a location where the ambient temperature and humidity are within the specified
ranges. If applicable, provide forced cooling.

» Do not continue to use the product if the front surface peels.

* Mount the product in the correct direction for installation.

* When wiring, use a wire of sufficient length.

» Make sure that the Voltage input and the CT input are within the specifications of the product.

» Make sure the crimp terminals for wiring are of the specified size.

» The product may be subject to radio disturbances. Do not install the product near equipment that generates high
frequencies or surges.

» Do not exceed the communications distance that is given in the specifications and use the specified
communications cable. As for the requirements on the communication distance and the cable, refer to
“@Communications specifications (= 141)".

+ Dispose of this product appropriately as industrial refuse in accordance with local and national regulations.

+ Clamp the wire of the CT correctly. After clamping, make sure until it clicks into place.

+ Use this product inside the control panel to prevent external noise.

» The terminal block may be damaged if you insert a flat-blade screwdriver in the release hole with excessive force.
When inserting a flat-blade screwdriver into the release holes, operate with a force of 15 N or less.

» The voltage input and connect the CT input correctly to the same application.

» Do not bend a wire more than its natural bending radius or pull on it with excessive force. Doing so may cause wire
disconnection or damage to the terminal block.

» Do not wire anything to the release holes.

12



PRECAUTIONS FOR CORRECT USE

Observe the following operating methods to prevent failure and malfunction.

* When cleaning the unit, make sure the power is off and wipe the surface of the unit with a soft dry cloth. Do not use
chemicals including solvents such as thinners, benzine, or alcohol.

» This product is not categorized as "a specified measuring instrument” officially approved by an organization

specified in relevant measurement acts. It cannot be used to certify power usage.

Mount this product on DIN rails for use.

» This product cannot be used to measure the inverter’'s secondary side.

Ensure that the rated voltage is reached within 2 seconds of turning the power on.

Set the parameters of the product so that they are suitable for the system being measured.

Refer to the status information of the product on the tag data link communications and refer to the received data

only in case of no errors occurring with the product.

Confirm that the wire does not stick up after wiring of the stranded cable.

The factory default IP address is '192.168.250.50'". Please ensure that it does not conflict with any other devices

when setting it up on your PC.

Pressing and holding the NW INTL switch on the front of the product will reset it to the factory default IP address.)

* When wiring a ferrule terminal or single wire, push it directly into the terminal hole.
When wiring a stranded wire, insert the wire into the terminal hole while pushing straight along the taper of the
release hole with the recommended flat-blade screwdriver.

— _
ﬁ%O /10 to 15°
EDOO \
o0 \ .
— Flat-blade screwdriver

Flat-blade screwdriver

» The terminal block may be damaged if a specialized tool is not used. Use a recommended flat-blade screwdriver to
insert into a release hole on the terminal block.

Side Front

R

e
0.4 mm 2.5 mm

» Use the power supply and transformers with suitable capacities and rated outputs.

» Do not install the product in close contact with the heating element.

» Do not install the product near equipment that generates high frequencies or surges.

» Make sure that the setting values in the product match the specifications of the load and CT that are actually used.

» Do not ground the terminal on the output side of the CT. Failure to do so may result in unstable measurements.

* Do not directly clamp the CT to the lines exceeding 600 VAC.

* Mount the product in the correct direction for installation.

» For the wire to be measured passing through the primary side of the special CT, use an insulated wire with basic
insulation or a higher degree of insulation.

13



Regulations and Standards

e Conformance to Safety Standards

The protection provided by the device may be impaired if the device is used in a manner that is not specified by the
manufacturer.
To use the product, install it as an embedded device within a control panel.
To use the CT, install it in the same control panel as the product with a sufficient clearance from other devices.
Use the CT listed as “eSpecial CT (CT to connect to this product)”.
Use the voltage and CT inputs under conditions specified for the measurement category.
The maximum temperature of the terminal block is 70°C. Therefore, use wires with a rated temperature of 70°C or higher.
Select such a wire as the case temperature of the special CT will be 65°C or less.
For the wire passing through the primary side of the special CT, use an insulated wire with basic insulation or higher degree of
insulation that conforms to the rated voltage and size of the AWM (Appliance Wiring Material) wire in Table 1. Additionally,
there are conditions regarding the allowable wire sizes based on the primary side current values of the CT and the ambient
temperature. For more details, please refer to the dedicated CT's instruction manual.
Table 1 below summarizes the nominal voltage and measurement circuit connections available for each overvoltage category
(OVC I, OVC Ill) and each measurement category (CAT Il, CAT llIl) in the Main Power Supply System Configurations. Do not
use the device under conditions that exceed this category and conditions.

Table 1

3-phase 4-wire (earthed neutral)

3-phase 3-wire type (contactless ground)

3-phase 3-wire type (1-phase ground)

Nominal Voltage

Rated voltage and size

Nominal Voltage

Rated voltage and size

Nominal Voltage

Rated voltage and size

of AWM wires of AWM wires of AWM wires
100 V < phase voltage < . RS . . R
150 V min. No size limit -— - 100 V < line voltage < 150 V 150 V min. No size limit
ovc oV 9
AT I
e 150V < pzhfffl"""age = | 600V min. 1 AWG min. | 173V <line voltage <300V | 600 V min. 1 AWG min. | 150 V < line voltage <300V | 600 V min. 1 AWG min.
-—- -— -—- - 100 V < line voltage < 150 V 150 V min. No size limit
8X$ IIII - - 173 V < line voltage < 300 V 300 V min. No size limit 150 V < line voltage <300 V | 300 V min. No size limit
- - 300 V < line voltage < 480 V 600 V min. 1 AWG min. 300 V < line voltage <480 V | 600 V min. 1 AWG min.
1-phase 3-wire 1-phase 2-wire
N T
!
AW
Vi
V2
v cT
CT1 oT
CT1
. LK e E
TCTZ
. Rated voltage and size . Rated voltage and size
Nominal Voltage of AWM wires Nominal Voltage of AWM wires
100 V < phase voltage < . RS . . T
150 V min. No size limit 100 V < line voltage < 150 V 150 V min. No size limit
ove il 150 V 9
CAT Ill
150V <phase voltage < | 54 \/ min 1 AWG min. | 150 V < line voltage <277V | 600 V min. 1 AWG min.
ovCll
CAT Il

14




Regulations and Standards (continued)

» For the wire passing through the primary side of the special CT, select an AWM (Appliance Wiring Material) wire
that meets the following conditions:

* Insulated wire that meets the rated voltage and size requirements, provides at least basic insulation, and ensures that the
case temperature of the dedicated CT remains below 65°C.

Table 2
Operating Ambient Temperature for This
Model Wire size CT and the Equipment Used in
Combination with It
KM-PCBEO005 24 AWG min. (0.25 mm? min.) 55°C max.
KM-PCBEO050 6 AWG min. (16 mm? min.) 55°C max.
4 AWG min. (22 mm? min.) 45°C max.
; 2 o

KM-PCBE100 2 AWG min. (35 mm“ min.) 50°C max.
. > . 55°C max.

TAWG min. (50 mm® min.) (up to primary current of 90 A)
2/0 AWG min. (70 mm? min.) 45°C max.

. 2 . o

KM-PCBE200 3/0 AWG min. (95 mm“ min.) 50°C max.
. 2 . 55°C max.

4/0 AWG min. (120 mm® min.) (up to primary current of 160 A)
40°C max.
50°C max.

KM-PCBE400 450 kemil min. (250 mm?2 min.) (up to primary current of 300 A)
55°C max.

(up to primary current of 240 A)

15



Regulations and Standards (continued)

m Measurement category

The measurement category classifies the places and equipment
which you can connect to the measurement terminals, as prescribed in EN/

Service entry wire

Distribution board .
IEC 61010-2-030. Internal wiring
i ™S CATIII
Each category is as follows. CATIY ©
CAT Il:  Energy-consuming equipment with an energy supply from fixed Fixed T
wiring equipment (such as a power outlet) equipment .
CAT lll:  Equipment in fixed wiring equipment that particularly demands D:B
equipment reliability and effectiveness Power outlet

CAT IV: Equipment to use at the electrical service entry

m Special CT (CT to connect to this product)

Primary-side rated current Model Supplied cable

5A KM-PCBEOO5

50A KM-PCBEO050

100A KM-PCBE100

Included

200A KM-PCBE200

400A KM-PCBE400

600A * KM-PCBE600

* 600 A-rated current transformers (model KM-PCBEG00) do not comply with safety standard certifications, including UL/
CSA certification.

m Connection diagrams

If 3-phase 4-wire type If 3-phase 3-wire type
o KM-PMBN-EIP . KM-PMBN-EIP
= S1 .
R—g V1 CT1 o, CTR R— g V1 CT1 CT-R
© £ ©
£ s1 0K g
S 2 V2 CT2 CcTs S— 2 V2 CT2 CT-T
5 s2 O 5
£ k = N S
THaQVs cT3 o ctT T 2rQVs T3 CTR
[$] 2 [S} I
o C * !
o o 1
N= o QN @ icT4 CT-T
If 1-phase 3-wire type If 1-phase 2-wire type
- KM-PMBN-EIP - KM-PMBN-EIP
R— g %! CT1 CT-R R— g O V1 CT1 CT-R
[ o | ]t
o I |
- CT2 CT-T - 1CT2 CTR
> 3 '
S T T £ |
T 2QV3 'CT3 CTR | e +1CT3 CTR
2 N ! 2 |
g : 1 g ;
N—ja ~OWN CcT4 crr N & f UN CT4 CT-R

* Wire only during multiple circuit measurements.

16



Regulations and Standards (continued)

e Conformance to EN/IEC Standards

This is a “class A” product. In residential areas it may cause radio interference. The user may be required to take
adequate measures to reduce interference if this occurs. The product must be installed within a control panel.

e Conformity with Korea KC Mark

The conformity to the Korean KC Mark can be checked at the following URL.
http://www.rra.go.kr/selform/OMR-KM-PMO01
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Revision History

A manual revision code appears as a suffix to the catalog number on the front cover of the manual.

C Catalog no. N241-E1-02 )

L Revision number

Revision number | Date of revision Reason for revision, pages revised

01 October 2025 | First edition

» Page69 Correspondence Table between the Circuit of Phase and Wire
02 March 2026 Type and the Instance ID.
+ Corrected mistakes.

e Abbreviated Indicators

The “Configuration Tool” that appears in the diagrams and descriptions refers to the “Condition Monitoring
Configuration Tool.”

18



1. Overview of the Unit

1.1 Main features

» Supports international standards
It complies with the international IEC accuracy standards.

* Multi-circuit metering
Multi-circuit metering is possible with one unit, with up to 4 circuits metered by 1-phase 2-wire, and up to 2 circuits
metered by 1-phase 3-wire and 3-phase 3-wire. It is also possible to measure multiple 1-phase 2-wire with different
phases branching off a 1-phase 3-wire, and to simultaneously measure both 1-phase 3-wire and 1-phase 2-wire.
Use special CTs for measurement.

» Configuration Tool
The KM-PM allows configuration and logging ! with Condition Monitoring Configuration Tool, which is the same
configuration tool as that of Omron's condition monitoring device series.

*1.The logging function is designed to provide support for configuration, and is not intended for long-term operation. For
long-term data collection, build and use a system appropriate for the purpose of use.
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1. Overview of the Unit

1.2 Device configuration

Operating power and
metered voltage
Breaker >
Special CT >
Special CT N Power Monitor > Host device
KM-PMBN-EIP EtherNet/IP
communications or
_ Modbus TCP
Special CT q communications
Special CT >

» Special CTs are available for use with this product. Generic CTs cannot be used. By using a CT listed in the table
below in combination with a KM-PMBN-EIP, the safety standards are supported, including the use of a CT and
power monitors.

Note that the CT with a 600 A rating (KM-PCBEG600) does not support safety standard certification, including UL/

CSA certification.
Name Model Description

KM-PCBEOQ05 Rated 5 A
KM-PCBEO050 Rated 50 A

Current Transformer (CT) KM-PCBET00 Rated 100 A
KM-PCBE200 Rated 200 A
KM-PCBE400 Rated 400 A
KM-PCBEG600 Rated 600 A
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1. Overview of the Unit

1.3 Names of the parts and their functions

[Main unit]
Front
H[ omren |2
KM-PMBN-EIP
EﬂherNet/]l?i ‘ 5
7
No. Name Description
. . Terminals for inputting the power and voltage
1 Voltage input terminals (combined with the input for measured voltage)
2 CT input terminals Terminal for connecting the CT cables for CT1 to CT4
C Terminals for connecting an EtherNet/IP network communications
3 Communication connector
cable.
Button to return the IP address, password, and other settings to the
4 Network setting initialization factory default state.

button Press and hold this button for three seconds. For the settings
initialized, refer to “8.2Security Functions (= 124)”.

[POWER]: Lights in green when power is supplied.
[ERROR]: Flashes in red when there is an error such as a

malfunction.
[ALARM]: Flashes in orange when there is a warning.
5 Status display LED MS": Mf)dule Status. D.|s.plays the status of the Main Unit.
It is green when it is normal.
"NS": Network Status. Displays the state of the
communications.
It lights or flashes green when it is normal.*
*  For details, refer to “@MS/NS Indicators (= 22)”.
6 DIN Hook Hook for attaching to the DIN rail
7 Product labels Label with information such as the model, power voltage, connector

layout, and serial number
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1. Overview of the Unit

1.3 Names of the parts and their functions (continued)

m MS/NS Indicators

Symbol Name Color Status Operating condition
Lit. Normal status
Green _
Flashes at1-s | 5 oining the IP address from the BOOTP/DHCP server
intervals.
Lit. Critical product failure (communication is not possible)
Product status
N u. . One of the following conditions
indication . . T .
MS (Module « |IP address is duplicated (communication is not possible)
Status) Red |Flashes at 1-s . Prodgct internal communication error (communication is
intervals possible)
' The product has failed if it does not return to normal as a
result of cycling the power supply or performing a
software reset.
- Not lit. No power supply
Lit. Tag data link or message connection established
Green -
Flashes at1-s No tag data link or message connection established
Network intervals.
status . o
NS indication Lit. IP address duplication status
Network Red -
( Flashes at1-s The connection has timed out
Status) intervals.
N Not lit No power is being supplied, offline, obtaining the IP
’ address from the BOOTP/DHCP server, or critical failure
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1. Overview of the Unit

1.3 Names of the parts and their functions (continued)

[Special CT]

The appearance of the special CT and the names of parts and their functions are as follows.

Load side
L)

Split/fastening
hook

Label

For fixing of binding
band etc.

Outout terminals V K side: white cable
P ¢ side: black cable

A special CT has a mounting direction.
Mount a special CT to any one phase according to the mounting direction stated on the CT label when you mount it.
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1. Overview of the Unit

1.4 Dimensions

[Main unit]

Units (mm)

104 +1

38 +1 100

CMRON
KM=PMBN-ELIP
POWERCD

W INTL
‘ ERROR(]

ALARMO =
IEtIhenrNeM]l'L —— ‘Ij‘
st
Jcn E 2|y

MsC

NSCJ
| —

| S—
g i
-
g

D 8.7

[z

3.5
4.6

124 +1
|
|
|

[

‘
cw[i‘

DOOOE

[y
Al
33.2

N

cra[ 5|

5.0

YR
EEAeE

S
va $
e

V3

6.35

VN

5.5 (Max. 14 at sliding)
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1. Overview of the Unit

1.4 Dimensions (continued)

[Dedicated CT]

Units (mm)
KM-PCBEO005 KM-PCBE050
E—T | T s=TS ]
= = ] ]
E 538 %':; ;Ezf'gzs.g
| = Se=r l CT through-hole
==y CT through-hole inside diameters
inside diameters k255 — 3 10
253 + 3 10 +— ‘ 8.5 R5
e 7.4 R5 f 95 |
¢ 7971 | LA %
g Q I (2 R8 R7.5
Q]
41.3 5.6 48
‘ 7.5
40
40.5
KM-PCBE100 KM-PCBE200
29.4 | 449
| 874 c! | ‘ 59
== l CT through-hole —
inside diameters = CT through-hole
6 4 R8 inside diameters
" L~ —355 4 24 = R10
14.5 [ - ' ;6 qﬂ ]
R 24
Jul o e
52.5
KM-PCBE400 .
KM-PCBE600 [CT-supplied cable]
Higym I Product side CT side
62.5

d

T

:@9 Shrink tube
73.5 !
=] CT through-hole

— inside diameters

~35.5 - 37 R18.5

35.5

1
W=y | | 925 R13

54 Note: The CT-supplied cable is
attached to the CT.
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1. Overview of the Unit

1.5 Multi-circuit metering

Multi-circuit metering is possible with this product. Measuring circuit refers to the measurement point where electricity
measuring is conducted. Furthermore, this product measures voltage commonly across all circuits and measures
current with each separate circuit by using generic CTs.

e Maximum number of measuring circuits for each phase and wire type

You can connect up to 4 generic CTs to this unit. The phase and wire types and the usable number of measuring
circuits are shown in the following table.
Refer to “2.5Wiring Diagram of Each Measuring Circuit (Power Supply Voltage and CT) (= 39)” for more on wiring
each of the phase and wire types.

Phase and wire type

Abbreviations for phase
and wire types

Maximum number of
measuring circuits

Circuits used

composite

3-phase 4-wire 3P4W 1 circuit Circuit A
1-phase 2-wire 1P2W 4 circuit Circuit A, Gireuit B, Cireuit C,
Circuit D
1-phase 3-wire 1P3W 2 circuit Circuit A, Circuit C
3-phase 3-wire 3P3W 2 circuit Circuit A, Circuit C
1-phase 2-wire 1P2W2 4 Gircuit C!rcu!t A, Circuit B, Circuit C,
voltage selected Circuit D
| prsse e oyt
1-phase 3-wire 1P3W2

1-phase 2-wire:
2 circuit

Circuit C, Circuit D

» Set 1-phase 2-wire voltage selected when measuring multiple 1-phase 2-wire with different phases branching off a
1-phase 3-wire switchboard. You can measure 1-phase 2-wire by selecting the corresponding voltage.

» Set 1-phase 3-wire composite to measure both the main 1-phase 3-wire switchboard and a 1-phase 2-wire
branching off. You can measure 1-phase 2-wire by selecting the corresponding voltage.

» Refer to “4.5Voltage Selected Setting (Only with 1P2W2 or 1P3W2) (= 58)” for more on 1-phase 2-wire voltage
selected and 1-phase 3-wire composite.
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1. Overview of the Unit

1.5 Multi-circuit metering (continued)

e Allocating the circuits used and the CTs for each phase and wire type

The following table shows the phase and wire types and the CT allocations for each measuring circuits.

By enabling circuits B to D to increase the number of measurement points, you can meter electricity using the
required number of circuits.

This are disabled by default.

. Abbreviations for Measuring circuits
Phase and wire .
phase and wire . . . L
type t Circuit A Circuit B Circuit C Circuit D
ypes
3-phase 4-wire 3P4W CT1, CT2,CT3
1-phase 2-wire 1P2W CT1 CT2 CT3 CT4
1-phase 3-wire 1P3W CT1,CT2 CT3,CT4
3-phase 3-wire 3P3W CT1,CT2 CT3,CT4
1-phase 2-wire 1P2W2 CT1 CT2 CT3 CT4
voltage selected
1-phase 3-wire 1P3W2 CT1, CT2 CT3 CT4
composite
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1. Overview of the Unit

1.6 Mode Configuration

This product has the following two operating modes. It can be configured only by communication.

* Measuring mode: Executes measurement of each circuit.
The setting values cannot be changed by writing.

+ Setting mode: This mode is for configuring the various settings of each circuit, and the common settings.
Startup
(power-on)
l Switch to the setting mode.
Issue a communication command.
Measuring > Setting
mode < mode
Perform a software reset.

Issue a communication command.

The product's operating status and operating mode status can be determined from the status information.
bit Status name ON OFF

9 Operating mode status Setting mode Measuring mode

For details, refer to “eMain Unit Monitor Object (Class ID: 37F hex) (= 73) “.
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2. Installation and Wiring

2.1 Installation

For safety purposes, install the unit in a location where you won't touch the terminals when operating the main unit.
For example, install so that the terminals are hidden within the control board so that a person working on the unit will
not be able to touch live wires.

71 Fix the DIN rail to the installation location
— DIN rail (recommended product): Model PFP-50N/-100N (from Omron)

2 Pull down the DIN hook on the bottom of the body of the unit

] L2 @)
7 cra[ 2 8 %

1

DIN hook ———————~—

@ Pull down

3 Fitthe flanges of the body onto the DIN rail as shown in the below
diagram, and click into place

>
DIN rail
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2. Installation and Wiring

2.1 Installation (continued)

4 Raise the DIN hook and fix the body to the DIN rail

CMRGN
KM-PMBN-EIP
- POWERCD

in
ERRORC]

ALARMOY

EtherNet/IP

Y MsO

NSO

7
N

Detaching the body of the unit

When removing the body from the DIN rail, use a flathead screwdriver to flick open the DIN hook and open
downwards.

Important

* Ensure that the DIN rails and the body are attached properly. Looseness may cause the DIN rails, body,
and wires to separate if vibrations or impacts occur.
* Fix end plates to the body units at each end of the DIN rail.
These stop the units from jumping off the DIN rail due to vibration or impacts.
—End plate (recommended part): model PFP-M (from Omron)
* Make sure you install so there is space for wiring above and below the body of the unit.
(about 50 mm above the unit and 30 mm below the unit)

Information
* You can attach multiple model KM-PM to the DIN rail and fit the bodies next to each other.
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2. Installation and Wiring

2.2 How to Connect to the Push-In Terminal Blocks

Part Names

Release hole ——| > Terminal (insertion) hole

Name Function

Terminal (insertion) hole Used to insert wires with ferrules, solid wires, and stranded wires.

Releases the wire when the specified flat-blade screwdriver is inserted.

Release hole Also used when you insert stranded wires.

Connecting Wires with Ferrules and Solid Wires

Insert the ferrule or solid wire straight into the terminal block until the end touches 7 ‘

| Ferrule
the terminal block. mlE e
O
If you use a ferrule with a conductor length of 12 mm, part of the conductor may 5 —
be visible after the ferrule is inserted into the terminal block, but the product %
insulation distance will still be satisfied. ,---l

If it is difficult to insert fine solid wires, insert the wire with a screwdriver inserted into the release hole, and then
remove the screwdriver while ensuring that the fine solid wire is still held.

Connecting Stranded Wires

» Hold a flat-blade screwdriver at an angle and insert it into the release hole. The
angle should be between 10° and 15°.

If the flat-blade screwdriver is inserted correctly, you will feel the spring in the
release hole.

Caution

» Do not apply more than 50 N force to the terminal block when you insert wiring
or insert a flat-blade screwdriver into the release hole.

» Do not wire anything to the release holes.

» Do not tilt or twist a flat-blade screwdriver while it is inserted into a release hole
on the terminal block. The terminal block may be damaged.

* Insert a flat-blade screwdriver into the release holes at an angle. The terminal
block may be damaged if you insert the screwdriver straight in.

* Do not allow the flat-blade screwdriver to fall out while it is inserted into a
release hole.

W
|

Flat-blade screwdriver

+ Insert the wire straight into the terminal block until the end touches the terminal
block.
* Remove the flat-blade screwdriver from the release hole.
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2. Installation and Wiring

2.2 How to Connect to the Push-In Terminal Blocks (continued)

Checking Connections

After the insertion, pull gently on the wire to make sure that it will not come off
and the wire is securely fastened to the terminal block.

When you use a stranded wire, make sure that the stranded wire does not bend

or touch the adjacent terminal.

Removing Wires from the Push-In Terminal Blocks

Use the following procedure to remove wires from the terminal block.
The same method is used to remove stranded wires, solid wires, and ferrules.

* Hold a flat-blade screwdriver at an angle and insert it into the release hole. The
angle should be between 10° and 15°.

If the flat-blade screwdriver is inserted correctly, you will feel the spring in the

release hole.

* Remove the wire.

* Remove the flat-blade screwdriver from the release hole.

Push-In Terminal Blocks Specifications

m Specifications

Flat-blade screwdriver

B |l
o \e—
— Flat-blade screwdriver

ltem

Specifications

Voltage input terminal block

Current input terminal block

Construction

Push-In Terminal Blocks

Applicable wires

Stranded wires, solid wires, and ferrules

Applicable wire size

0.2 mm? to 4 mm?
(AWG 24 to AWG 12)

0.2 mm? to 1.5 mm?
(AWG 24 to AWG 16)

Screwdriver insertion

Approximately 50 N

force

Wire stripping length 12t0 13 mm 9to 10 mm
Ferrule length 12 mm 10 mm
Current capacity 32 A (per pole) 17.5 A (per pole)
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2. Installation and Wiring

2.2 How to Connect to the Push-In Terminal Blocks (continued)

m Recommended Ferrules

Applicable wire Ferrule, Stripping Recommended Ferrules
)| AW | engin () | Gomuies usoe) | Frooms ontt | " Womiter” | " vage )
0.2/0.25 24 10 12 Al 0,25-10 - -
12 14 Al 0,25-12 - -
0.34 22 10 12 Al 0,34-10 - -
12 14 Al 0,34-12 - -
0.5 20 10 12 Al 0,5-10 HO0,5/16 FE-0.5-10N-WH
12 14 Al 0,5-12 H0,5/18 FE-0.5-12N-WH
0.75 18 10 12 Al 0,75-10 HO0,75/16 FE-0.75-10N-GY
12 14 Al 0,75-12 H0,75/18 FE-0.75-12N-GY
1/1.25 18/17 10 12 Al 1-10 H1,0/16 FE-1.0-10N-RD
12 14 Al 1-12 H1,0/18 FE-1.0-12N-RD
1.25/1.5 17/16 10 12 Al 1,5-10 H1,5/16 FE-1.5-10N-BK
12 14 Al 1,5-12 H1,5/18D FE-1.5-12N-BK
25 14 12 14 Al 2,5-12 H2,5/19D FE-2.5-12N-BU
4 12 12 14 Al 4-12 H4,0/20D FE-4.0-12N-GY
Recommended crimp tool CRIMPFOX6 PZ6 roto Variocrimp4
CRIMPFOX6T-F
CRIMPFOX10S

Note 1. Make sure that the outer diameter of the wire
coating is smaller than the inner diameter of the

. X 10 mm 12 mm
insulation sleeve of the recommended ferrule. /> />
2. Make sure that the ferrule processing dimensions

conform to the figure on the right.
b

2.0 mm max. / 2.0 mm max 3.0 mm max. 3.0 mm max
m Recommended Flat-blade ' ' ' '
Screwdrivers

Model Manufacturer Side Front
ESD 0,40%x2,5 Wera 25 mm dia.
SZS 0,4%x2,5 .
S7ZF 0_0,4)(2’5* Phoenix Contact
0.4%2.5x75 302 Wiha [
AEF2,5X75 Facom 0.4 mm 2.5 mm
210-719 Wago
SDI 0.4x2.5x75 Weidmuller

* You can purchase the SZF 0-0,4x2,5 flat-blade screwdriver made by
PHOENIX CONTACT with OMRON model XW4Z-00B.
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2. Installation and Wiring

2.3 Wiring for power and monitored voltage input

Voltage input terminals V1/V2/V3/VN on this product act as both operating power terminals and as voltage measuring
terminals.

The layout of voltage input terminals is as follows.

a a a (3]
= 3 3 13
1YY
I
00006 ee)

1 | _— Voltage input terminals

Voltage input terminals
Phase and wire type
V1 V2 V3 VN
3-phase 4-wire R S T
1-phase 2-wire L - - N
1-phase 3-wire R - T N
3-phase 3-wire R S T -

Information
* R/S/T/N may be labeled U/V/W/O or L1/L2/L3/N in some cases.
* R/N/T may be labeled U/O/W or L1/N/L2 in some cases.
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2. Installation and Wiring

2.3 Wiring for Power and Monitored Voltage Input (Continued)

Wire the device according to the phase and wire type as shown in the following diagram.

Install a branch circuit breaker between the wiring for each of R/S/T/N, L/N and R/N/T so that the power can be
turned off immediately.

3-phase 4-wire 1-phase 2-wire
RS TN L N
| [ |
.
Branch O V2 N Branch
circuit circuit
breaker ® V3 breaker
. N 'A" ‘
1-phase 3-wire
(1-phase 2-wire voltage selected, 3-phase 3-wire
1-phase 3-wire composite)
R TN RST
. 4 ¢
V2 Branch Branch O
circuit circuit
e breaker ® breaker ®
VN L

Important

When using a multi-pole circuit breaker as overcurrent protection, you need to interrupt all of the mains
power neutral wire and ungrounded wires simultaneously. (Example: 4-pole circuit breaker that can
interrupt 4 poles simultaneously)

When using another branch circuit protection device (such as a fuse) as overcurrent protection, select a
device with the same characteristics for all poles.

For safety purposes, turn off the mains power to ensure there is no power supply while you are working.

Wire correctly so the phase sequence is correct. You will be unable to measure the power and energy
correctly if you fail to do so.
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2. Installation and Wiring

2.4 Wiring the CTs

e Wiring the CTs

You can connect up to a maximum of 4 generic CTs to this unit (== 26). The number of CTs used depends on the
phase and wire type of the power source being monitored. The following table shows the phase and wire types and
the CTs to use for each. For example, use CT1 when measuring only one 1-phase 2-wire circuit. Further, when
measuring two 1-phase 3-wire circuits, use CT1 and CT2 for circuit A and use CT3 and CT4 for circuit C.

The layout of CT input terminals is as follows.

EtherNet/IP
T N Ms(O

|

| _— CT input terminals

The following table shows the phase and wire types and the CT allocations for each measuring circuits.

. Abbreviations for Measuring circuits
Phase and wire .
phase and wire . . . .
type t Circuit A Circuit B Circuit C Circuit D
ypes

3-phase 4-wire 3P4W CT1, CT2,CT3 — — —
1-phase 2-wire 1P2W CT1 CT2 CT3 CT4
1-phase 3-wire 1P3W CT1,CT2 — CT3,CT4 —
3-phase 3-wire 3P3W CT1, CT2 — CT3,CT4 —
1-phase 2-wire 1P2W2 CT1 CT2 cT3 CT4
voltage selected
1-phase 3-wire 1P3W2 CT1,CT2 — CT3 CT4
composite

* Connect the CT cables for CT1/CT2/CT3/CT4 to the terminals on the main unit that are labeled CT1/CT2/CT3/CT4.

» Connect the power supply (K) side (white cable) of the CT cable to the S1 terminal, and the load (L) side (black
cable) of the CT cable to the S2 terminal. For details on distinguishing between the power supply side (K) and load
side (L) of a CT, check the instruction manual of the CT you are using.
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2. Installation and Wiring

2.4 Wiring the CTs (Continued)

Important
¢ Do not try to connect or disconnect CTs or CT cables during measurement or while the power of this
product is on. There is a danger of electric shock. Furthermore, this may cause this unit and the CT to

malfunction.
 After fixing the wiring in place, pull gently to confirm that the wiring is fixed firmly.

e Fitting the CTs to the measuring wires

When monitoring one circuit with 1-phase 2-wire, you need one CT. When monitoring one circuit with 1-phase 3-wire,
you need 2 CTs. When monitoring one circuit with 3-phase 4-wire, you need 3 CTs. The following diagram is an
example of fitting CTs when monitoring one circuit with 1-phase 2-wire.

L N
/CT
? Breaker Q Load
K——» L

Power side Load side

+ For details about how to connect the CTs to the measuring wires, refer to the manual of the CTs you are using.

« Fit the CTs to the measuring wires after connecting the CT cables to the unit.

« Attach to the L-phase if measuring 1-phase 2-wire.
Attach to the R-phase and T-phase if measuring 1-phase 3-wire or 3-phase 3-wire.
Attach to the R-phase, S-phase, and T-phase if measuring 3-phase 4-wire.

* Refer to “2.5Wiring Diagram of Each Measuring Circuit (Power Supply Voltage and CT) (= 39)” for more on
attaching CTs according to the phase and wire types.

» CTs have polarity. Check the directionality of the power side (K) and the load side (L) before connecting. You will
be unable to measure correctly if you make a mistake with the directions.

Important
* Electric shock may occasionally occur.
Always make sure that the power is turned OFF before connecting the CT.
* Make sure that the primary electrical wire clamped at the CT is insulated coated wire.
* Do not expose the CTs to excessive vibrations or impacts.
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2. Installation and Wiring

2.4 Wiring the CTs (Continued)

Caution

* Do not extend the cable included with the special * Mount the special CT to any one phase.
CT.
If it is extended, the safety standards will no
longer be met.

Special CT Power Power

-

The KM-PM end of the cable included with the special CT has a ferrule
terminal.
K side: white cable, { side: black cable

Cable included
with special CT
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2. Installation and Wiring

2.5 Wiring Diagram of Each Measuring Circuit (Power Supply Voltage and CT)

The below table shows the wiring for voltage, current, and CT by each phase and wire type.

m For 3-phase 4-wire (3P4W)

3-phase 4-wire measures one circuit, as shown in the following diagram.

Power side
N\ / RSTN
CTW[; % ] é
crz[3) % ¢ } Q
enl2| BT Q
cra[) % _
Circuit A
(CT1t0 3)
—Q
Branch ®
circuit
breaker A 4
VVVI
Load

m For 1-phase 2-wire (1P2W)

As shown below, 1-phase 2-wire can measure a maximum of 4 circuits. The CT must be attached to the L-phase.

Power side

L
| :-;P =
g % — .:mi: Circuit B
@Tg[?z % } rea er (CT2
e[ % A - | .:M: %_rl%mtc
@m[z; %

}—
Clrcmt D
Breaker (CT4

Branch
circuit
breaker

I
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2. Installation and Wiring

2.5 Wiring Diagram of Each Measuring Circuit (Power Supply Voltage and CT) (continued)

m For 1-phase 3-wire (1P3W)

As shown below, 1-phase 3-wire can measure a maximum of 2 circuits. Use CT1,CT2 when measuring only 1 circuit.
The CT must be attached to the R-phase and the T-phase.

Power side
R NT
— 1 o
st)| 0O t ® Breaker ————> | Load Circuit A
Tl 1S ——— *o— ;.P_, (CT1,CT2)
s1 e
CTz[Sz e |
cm[?g % i1
5l g o O ciu
\ f————
craf, 16 C‘_ Breaker —P; Load (%rl%u'é%)

Branch
circuit
breaker

m For 3-phase 3-wire (3P3W)

As shown below, 3-phase 3-wire can measure a maximum of 2 circuits. Use CT1,CT2 when measuring only 1 circuit.
The CT must be attached to the R-phase and the T-phase.

Power side
RST
| o
s1|| UG ‘C Breaker ————> | Load Circuit A
Tl 1S ——— *— _‘P_, (CT1,CT2)
crz[ ] % ]
e E‘( }
cra[¥ L 4 I ® é > Circuit C
s2|| IO [ Breaker —P; Load (CT3, CT4)
—Q
Branch ®
circuit
breaker ?
\AA4
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2. Installation and Wiring

2.5 Wiring Diagram of Each Measuring Circuit (Power Supply Voltage and CT) (continued)

The following wiring is also possible as a further method of measuring.

m For 1-phase 2-wire voltage selected (1P2W2)

The 1-phase 2-wire branching off from the 1-phase 3-wire is measured. With this connection, a setting is required
according to which of R-N phase, T-N phase, or R-T phase is connected to the 1-phase 2-wire circuit. (= 58) The CT
must be attached to the R-phase or the T-phase.

Power side

R NT
N S
an[?¥ 1O —

= B8 ':-i e

cre[ ) % } (CT2)
e[ E{ 1 | ® F@t: (%I!‘I%UItC
@m[z;

}—
[ Circuit D
Breaker (CT4

Branch
circuit
breaker

I

m For 1-phase 3-wire composite (1P3W2)

The 1-phase 3-wire circuit and the 1-phase 2-wire branching off from it are measured at the same time. With this
connection, a setting is required according to which of R-N phase, T-N phase, or R-T phase is connected to the 1-
phase 2-wire circuit. (= 58) The 1-phase 2-wire circuit CT must be attached to the R-phase or the T-phase.

Power side
R NT
——1] S
Nimes o Broaker Loag| CircuitA
enf ) —— (CT1, CT2)
o] B =
s2|| O J
s1|| [ Circuit C
Lzl H B ._@lﬁ::-m
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\ P
crlg BE ® Circuit D
Breaker - (CT4)
—Q
Branch
circuit
breaker
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2. Installation and Wiring

2.6 Ethernet Wiring

Connect the Main Units with the Condition Monitoring Configuration Tool, PLC, or PC via the industrial switching hub

with the Ethernet cables.

Use an STP (shielded twisted-pair) cable of Ethernet category 5 or higher. You can use either a straight or cross

cable.

m Recommended Ethernet Cables/connectors

Part name

Ethernet cable

Manufacturer Model
KURAMO ELECTRIC CO., LTD. KETH-SB ™"
JMACS Japan Co., Ltd. IETP-SB ™'

Proterial, Ltd.

NETSTAR-C5E SAB 0.5x4P

RJ45 connector

Panduit Corp.

MPS588-C "

*1. We recommend use of these cables and connectors in the above combinations.

Software Tool

Industrial switching hub
(e.g., W4s1-05D) "

PLC

EtherNet/IP or Modbus TCP

Main Unit

*1. In the default setting state, the Main Units are connected one-to-one by Ethernet cable without using a switching hub.
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2. Installation and Wiring

2.6 Ethernet Wiring (continued)

m Recommended Ethernet Switches

Ethernet switches are recommended for use in environments that can be used in FA environments and devices that
can use QoS (Packet Priority Control) dedicated to EtherNet/IP.
The following are recommended items.

Manufacturer Model Description

Packet priority control (QoS): EtherNet/IP control data priority
Failure detection: Broadcast storm, LSI failure detection 100Base-
TX/10Base-T, Auto negotiation

Number of ports: 5

OMRON W4S1-05D

Consult the manufacturer.

Cisco Systems, Inc http://www.cisco.com/web/JP/index.html

Consult the manufacturer.

Contec USA, Inc. https://www.contec.com/jp/

Phoenix Contact USA Consult the manufacturer.
Consult https://www.phoenixcontact.com/online/portal/jp
Caution

« If EtherNet/IP tag data links (cyclic communications) are used with a repeating hub, the communications load on
the network will increase. This will increase collisions and may prevent stable communications.

* Do not bend the communications cables past its natural bending radius or pull on it with excessive force.

+ Do not place heavy objects on top of the communications cables or other wiring lines. Doing so may cause the wire
disconnection.

» Do not exceed the communications distance that is given in the specifications and use the specified
communications cable.

» Make the following settings for the switching hub used to connect the Main Unit. Set the switching hub connected to
the Main Units as follows.

Switching hub - AU NEge

AUTO-Nego Recommended

100 Mbps fixed | FULL Not allowed
HALF Allowed

+ In tag data links, when a network system is constructed together with a node for which multicast communications
settings have been made, a tag data link timeout may occur. Block the multicast by using a switching hub having a
multicast block function so that multicast packets do not reach the main unit. (The OMRON W4S1 series does not
have the multicast block function.)
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3. Initial Settings and Logging

3.1 Startup Procedure Workflow

The explanation of the workflow to use Configuration Tool also contains references in the Condition Monitoring
Configuration Tool Usage Guide (N240). Check those references as well.

Check that there is no mistake with the wiring before turning the power ON.

Turn the power ON | ., |\ ation and Wiring (= 29)"

g

Configure the IP "3.2Installing Condition Monitoring Configuration Tool (= 45)" and
address settings "3.3IP Address Setting (= 46)”
Set the Main Unit “3.4Main Unit Settings (= 49)” =

OEBHERERA

2

Start normal operation | “eLogging (= 50)’ "

N240

OEBHERERA

N240
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3. Initial Settings and Logging

3.2 Installing Condition Monitoring Configuration Tool

Condition Monitoring Configuration Tool is a tool to configure the following condition monitoring devices by
communications. The unified configuration and verification environment of the tool makes it easy to verify the

deployment of condition monitoring devices.

This product (KM-PM) also allows you to perform the initial setup and logging with this tool.
Condition Monitoring Configuration Tool is referred to as “Configuration Tool” in this manual.

Name Model Outline
Motqr C.0ndItIOI’.1 K6CM Quantify the status of three-phase induction motors.
Monitoring Device
Thermal Condition Constantly and remptely mom?or and diagnose thg tempergture
o . K6PM-TH status of panel devices to achieve both labor-saving and risk
Monitoring Device e
mitigation of abnormal stops.
. . Understand degradation trends through automatic
Insulation Resistance . . .
o . K7GE-MG measurement of insulation resistance. Prevent unexpected
Monitoring Device .
equipment stoppages.
- Transform reactive maintenance and scheduled maintenance of
Heater Condition . . - .
o . K7TM heater equipment into predictive maintenance through heater
Monitoring Device " o
condition monitoring.
Advar.u.:ed MOth . Implement predictive maintenance with real-time condition
Condition Monitoring K7DD o . ,
. monitoring of variable speed motors.
Device
Ethernet-compatible power monitor that can be added to
Power Monitor KM-PMBN-E|P already ms?alled global production equipment to promote
energy saving
Use Condition Monitoring Configuration Tool Ver.1.3.0 or later.

m Operating Environment

Supported OS

Windows 10 (Version1607 or later) and 11 (Japanese or English)

64 bit

PC specifications

CPU: 1 GHz or higher, 64 bit processor
Memory: 2 GB or higher

Disk reserved area capacity: 20 GB or more
Monitor resolution: 1920 x 1080

Others: LAN port (for network connection)

m How to obtain the Condition Monitoring Configuration Tool

The Tool is provided by download only.
https://www.ia.omron.com/cmc_tool
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3. Initial Settings and Logging

3.3 IP Address Setting

This section describes the setting of the IP address of your PC and each IP address of the Main Units.

e IP Address Setting of Your PC

Before starting this tool and monitoring and logging the Main Unit, it is necessary to set the IP address of the
computer to the IP address of the same segment as the Main Unit. This section describes the procedure.

m Windows 10 or 11

1 Click Start and select Windows System Tools | Control Panel.

2 Select Network and Internet | Network and Sharing Center | Change
Adapter Settings.

3 Right-click Ethernet and click Properties.
4 Select Internet Protocol Version 4 (TCP /1Pv4) and click Properties.

Check “Use next IP address” and manually set the IP address of the computer.
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3. Initial Settings and Logging

3.3 IP Address Setting (continued)

IP Address Settings Example
When using Ethernet for the first time, if you set the IP address and subnet mask of the computer and Main Unit as
below, it is possible to connect the Software Tool to the Main Unit.

Device name IP address Sub-net mask Default gateway

Computer 192.168.250.100 255.255.255.0 Blank

Main Unit 1st Unit 192.168.250.51 255.255.255.0 No change required
(0.0.0.0)

Main Unit 2nd Unit 192.168.250.52 255.255.255.0 No change required
(0.0.0.0)

Main Unit 3rd Unit 192.168.250.53 255.255.255.0 No change required
(0.0.0.0)

Main Unit 30th Unit 192.168.250.80 255 255.255.0 No change required

(0.0.0.0)

When the subnet mask is "255.255.255.0", the range of IP addresses that can be set for the devices 192.168.250.1
to 192.168.250.254. Assign IP address in this range to each Main Unit.

The same IP address can not be assigned to more than one device.

The default value of the IP address of type Main Unit is “192.168.250.50” common to all models.

When subnet mask set for the all devices is "255.255.255.0",
each of devices having an IP address within the range of 192.168.250.1 to 192.168.250.254 can communi-
cate via Ethernet as the devices are to exist on the same network (segment).

Network of 192.168.250.xxx Network of 192.168.249.xxx

IP address of your PC:
Main Unit <
192.168.250.100

A

Main Unit
IP address: 192.168.249.1

Ethernet communications
can not be performed
because the Main Units
are in a different network.

Ethernet communications
can be performed because
the Main Units are in the
same network.

Main Unit
IP address: 192.168.249.1
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3. Initial Settings and Logging

3.3 IP Address Setting (continued)

e Setting the IP Address of the Main Units with the Software Tool

Establish a One-to-one Connection between the PC and the Main Units
Connect a PC on which the Configuration Tool has been installed one to one with each Main Unit, either directly or

via a hub.

Software Tool

Ethernet ) Power Monitor

KMPM provided

7" One-to-one connection

After completing the above preparations, you need to perform operations using the Configuration Tool.
Refer to the Condition Monitoring Configuration Tool Usage Guide (N240) for more information.
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3. Initial Settings and Logging

3.4 Main Unit Settings

Use the Configuration Tool (Condition Monitoring Configuration Tool).

e Adding equipment and monitoring device

Refer to the following sections in the Condition Monitoring Configuration Tool Usage Guide (N240).
» 1-1 Startup Screen/ Creating a Project1-2 Add Monitoring Device (Home Screen (1))
* 1-2 Add Monitoring Device (Home Screen (1))

e Basic settings

The basic settings are made up of three setting types: [Communication Settings], [Initial Settings], and
[Option Settings].
Refer to the following sections in the Condition Monitoring Configuration Tool Usage Guide (N240).

[Communication Settings]
+ 1-3 Communication Settings (Home Screen (2))

[Initial Settings] and [Option Settings]
» 2-6 KM-PM Basic Settings

The setting items in the initial settings and option settings are listed below.
m Initial setting item list

N240

N240

o . Initial
Setting item Target Setting range value Remarks

1P3W2: 1-phase 3-wire composite

Phase and Common 3P4W / 1P2W / 1P3W | 3P4W 3P4W: 3-phase 4-wire, 1P2W: 1-phase

wire type [ 3P3W [ 1P2W2 / 2-wire
1P3W2 1P3W: 1-phase 3-wire, 3P3W: 3-phase
3-wire

1P2W2: 1-phase 2-wire voltage selected

VT.

Circuit ON/ | Circuit B ON / OFF OFF Enable or disable the measurement of circuits B to
OFF Circuit C D.
Circuit D
CT type Circuit A 5A /50A / 100A / 5A Set the rated values for the primary side of the
Circuit B 200A / 400A / 600A special CT.
Circuit C
Circuit D
Voltage Circuit A V. R/V._T/V_R-T V_R Set the voltage phase of the 1-phase
selected Circuit B 2-wire circuit when 1P2W2 is selected.
Circuit C Set the voltage phase of the 1-phase
Circuit D 2-wire circuit when 1P2W2 or 1P3W?2 is selected.
VT Ratio Common 1.00 to 999.99 1.00 Set the ratio between the primary side voltage and

secondary side voltage when voltage input using
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3. Initial Settings and Logging

3.4 Main Unit Settings (continued)

m Option setting item list

Setting item Category Setting range Lali:] Remarks
value

Tariff ON/JOFF | Common ON/ OFF ON Enable or disable the tariff function.

Current Tariff Common T1/T2/T3/T4 | T1 Specify T1 to T4 for the location to save cumulative
active energy data.

Conversion Common 0.000 to 99.999 | 10.000 Set the conversion factor by which Active energy

Factor (import) (resettable) (Wh) is multiplied for each
circuit.
You can convert the cumulative active energy to a
monetary figure or volume of CO2. “Conversion
value” in the measurement items is the
measurement result.

e Logging

Check the operation while the equipment is actually operated in logging.
Refer to the following sections in the Condition Monitoring Configuration Tool Usage Guide (N240).

5. Logging
*5-6 KM-PM Logging
N240
The measurement values to be monitored during initial setup and logging are listed below.
N ST Phase and wire types and target circuits that can be monitored
frea Description Units
3P4W 1P2W 1P3W 3P3W 1P2W2 1P3W2
Voltage 1 Voltage effective value: 01V A A,B,C.D AC -—- According A, according
Between V1 and VN 0.1V to voltage to voltage
selected selected
(CorD)
Voltage 2 " Voltage effective value: 0.1V A - - - - -
Between V2 and VN
Voltage 3 Voltage effective value: 0.1V A -—- AC --- --- A
Between V3 and VN
Voltage Voltage effective value: 0.1V A - - AC - -
V1-v2 Between V1 and V2
Voltage Voltage effective value: 0.1V A - AC AC --- A
v1-v3 ™ Between V1 and V3
Voltage Voltage effective value: 0.1V A - - AC - -
v2-v3 ™ Between V2 and V3
Current 1 Current effective value 0.001 A A A,B,C.D AC AC A,B,C,.D A,C,D
Current 2 Current effective value 0.001 A A --- AC AC --- A
Current 3 Current effective value 0.001 A A --- AC AC --- A
Power factor | Frequency obtained from 0.1 Hz Supported | Supported | Supported | Supported | Supported Supported
L voltage V1
f:ower factor Power factor per circuit 0.01 A AB,C,D AC AC AB,C,D A,C,D
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3.4 Main Unit Settings (continued)

3. Initial Settings and Logging

Phase and wire types and target circuits that can be monitored

Measurement item Description Units
3P4W 1P2W 1P3W 3P3W 1P2W2 1P3W2

Active power " Active power value per 0.1W A AB,C,D AC AC AB,C,D A,CD
circuit
| Power consumption | -
| Regenerative energy |

Reactive power 1 Reactive power value 0.1 Var A A,B,C,D AC AC AB,C,D A,CD
per circuit

Active energy (import) Cumulative value when Wh

(not resettable) (Wh) active power was A AB,C,D AC AC AB,C,D A,C,D
positive number

Active energy (export) Cumulative absolute Wh

(not resettable) (Wh) value when active power A AB,C,D AC AC AB,C,D A,C,D
was negative number

Reactive energy (import) | Cumulative value when Varh

(not resettable) (Varh) reactive power was A AB,C,D AC AC AB,C,D A,C,D
leading

Reactive energy (export) | Cumulative value when Varh

(not resettable) (Varh) reactive power was A AB,C,D AC AC AB,C,D A,C,D
lagging

Cumulative total reactive | Absolute cumulative total | Varh

power (not resettable) value for leading and A AB,C,D AC AC AB,C,D A,C,D

(Varh) lagging of reactive power

T1 Active energy (import) | Cumulative value when Wh

(not resettable) (Wh) the current tariff was T1 A AB.CD AC AC AB.CD ACD

T2 Active energy (import) | Cumulative value when Wh

(not resettable) (Wh) the current tariff was T2 A AB.CD AC AC AB.CD ACD

T3 Active energy (import) | Cumulative value when Wh v

(not resettable) (Wh) the current tariff was T3 A AB.CD AC AB.CD ACD

T4 Active energy (import) | Cumulative value when Wh

(not resettable) (Wh) the current tariff was T4 A AB.CD AC d AB.CD ACD

Active energy (import) Cumulative value when kWh

(not resettable) (kWh) actl\_/_e power was . A AB.C.D AC AC AB.C.D AC.D
positive number (unit:
kWh)

Active energy (export) Cumulative absolute kWh

(not resettable) (kWh) value Whep active power A AB.,C.D AC AC AB.C.D ACD
was negative number
(unit: kWh)

Reactive energy (import) | Cumulative value when kVarh

(not resettable) (kVarh) reactive power was A AB,C,D AC A,C AB,C,D A,.CD
leading (unit: kVar)

Reactive energy (export) | Cumulative value when kVarh

(not resettable) (kVarh) reactive power was A AB,C,D AC AC AB,C,D A,CD
lagging (unit: kVar)

Cumulative total reactive | Absolute cumulative total | kVarh

power (not resettable) value for leading and

(kVarh) lagging of reactive power A AB.CD AC AC AB.CD ACD
(unit: kVar)

T1 Active energy (import) | Cumulative value when kWh

(not resettable) (kWh) the current tariff was T1 A AB,C,D AC AC AB,C,D A,CD

(unit: kWh)
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3. Initial Settings and Logging

3.4 Main Unit Settings (continued)

Phase and wire types and target circuits that can be monitored

Measurement item Description Units
3P4W 1P2W 1P3W 3P3W 1P2W2 1P3W2
T2 Active energy (import) | Cumulative value when kWh
(not resettable) (kWh) the current tariff was T2 A A,B,C,D A,C AC AB,C,D A,C,D
(unit: kWh)
T3 Active energy (import) | Cumulative value when kWh
(not resettable) (kWh) the current tariff was T3 A A,B,C,D AC AC AB,C,D A,C,D
(unit: kWh)
T4 Active energy (import) | Cumulative value when kWh
(not resettable) (kWh) the current tariff was T4 A AB,C,D AC AC AB,C,D A,CD
(unit: kWh)
Active energy (import) Cumulative value when 0.001 Wh
(resettable) (Wh) 1 active power was A AB,C,D AC AC AB,C,D A,C,D
positive number
Active energy (export) Cumulative absolute 0.001 Wh
(resettable) (Wh) 1 value when active power A AB,C,D AC AC AB,C,D A,C,D
was negative number
Reactive energy (import) | Cumulative value when 0.001 var
(resettable) (Varh) reactive power was A AB,C,D AC AC AB,C,D A,C,D
leading
Reactive energy (export) | Cumulative value when 0.001 var
(resettable) (Varh) reactive power was A AB,C,D AC AC AB,C,D A,C,D
lagging
Cumulative total reactive | Absolute cumulative total | 0.001 var
power (resettable) (Varh) | value for leading and A AB,C,D AC AC AB,C,D A,C,D
lagging of reactive power
T1 Active energy (import) | Cumulative value when 0.001 Wh
(resettable) (Wh) the current tariff was T1 A AB.CD AC AC AB.CD ACD
T2 Active energy (import) | Cumulative value when 0.001 Wh
(resettable) (Wh) the current tariff was T2 A AB.CD AC AC AB.CD ACD
T3 Active energy (import) | Cumulative value when 0.001 Wh
(resettable) (Wh) the current tariff was T3 A AB.CD AC AC AB.CD ACD
T4 Active energy (import) | Cumulative value when 0.001 Wh
(resettable) (Wh) the current tariff was T4 A AB.CD AC AC AB.CD ACD
Active energy (import) Cumulative value when 0.001 kWh
(resettable) (kWh) *1 active power was A | ABCD | AC AC | ABCD | ACD
positive number (unit:
kWh)
Active energy (exp91rt) Cumulative absolute 0.001 kWh
(resettable) (kWh) value Whep active power A AB.C.D AC AC AB.C.D ACD
was negative number
(unit: kWh)
Reactive energy (import) | Cumulative value when 0.001 kvar
(resettable) (kVarh) reactive power was A AB,C,D AC AC AB,C,D A,C,D
leading (unit: kVar)
Reactive energy (export) | Cumulative value when 0.001 kvar
(resettable) (kVarh) reactive power was A AB,C,D AC AC AB,C,D A,.C.D
lagging (unit: kVar)
Cumulative total reactive | Absolute cumulative total | 0.001 kvar
power (resettable) value for leading and A AB.C.D AC AC AB.C.D AC.D

(kVarh)

lagging of reactive power
(unit: kVar)

52




3. Initial Settings and Logging

3.4 Main Unit Settings (continued)

Phase and wire types and target circuits that can be monitored
Measurement item Description Units

3P4W 1P2W 1P3W 3P3W 1P2W2 1P3W2
T1 Active energy Cumulative value when 0.001 kWh
(import) (resettable) | the current tariff was T1 A AB,C,D AC AC A,B,C,D A,CD
(kWh) (unit: KWh)
T2 Active energy Cumulative value when 0.001 kWh
(import) (resettable) | the current tariff was T2 A AB,C,D AC AC A,B,C,D A,CD
(kWh) (unit: kKWh)
T3 Active energy Cumulative value when 0.001 kWh
(import) (resettable) | the current tariff was T3 A A,B,C.D AC A,C AB,C,D A,CD
(kWh) (unit: kWh)
T4 Active energy Cumulative value when 0.001 kWh
(import) (resettable) | the current tariff was T4 A A,B,C.D AC A,C AB,C,D A,CD
(kWh) (unit: KWh
Conversion value Active energy (import) x 10 characters max.,
(1000 times) value of conversion arbitrary "2 A AB,C.D AC AC AB,C.D ACD

factor
Conversion value Active energy (import) x 10 characters max.,
(0.001 times) " value of conversion arbitrary "2 A AB,C.D AC AC AB,C.D ACD
factor

*1. This measurement item is set as a logging target in the initial settings.
*2. Only the Configuration Tool allows arbitrary unit configuration.
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4. Settings Needed to Measure Electricity

4.1 Setting Items for Measuring Electricity

The setting items for measuring electricity are as follows.
These are initial setting items of the Configuration Tool.

Setting item

Description

Attribute

Phase and wire type

Select from six phase and wire types.

Common

Circuit ON/OFF

Enable or disable the measurement of circuits B to D.

Individual circuits

CT type

Set the rated values for the primary side of the special CT.

Individual circuits

Voltage selected

If the phase and wire type has been set to 1-phase 2-wire voltage
selected (1P2W2) or 1-phase 3-wire composite (1P3W2), select the
voltage for the 1-phase 2-wire circuit for measurement.

Individual circuits

High voltage
measurement
(VT Ratio)

Setting the VT ratio enables high voltage measurement.
The VT ratio has the following relationship.
Primary side voltage value / secondary side voltage value = VT ratio

Common
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4. Settings Needed to Measure Electricity

4.2 Phase and Wire Type Settings

You can select from six phase and wire types.

The setting of the phase and wire type is an overall common setting, but it is a setting item of circuit A.

The KM-PM operates with circuit A as an ON circuit that is always used regardless of the phase and wire type.

For details on the wiring of each phase and wire type, refer to "2.5Wiring Diagram of Each Measuring Circuit (Power
Supply Voltage and CT) (= 39)".

Abbreviations for .
. : Maximum number of o
Phase and wire type phase and wire : e Circuits used
measuring circuits
types
3-phase 4-wire 3P4W 1 circuit Circuit A
1-phase 2-wire 1P2W 4 circuit Circuit A, Circuit B, Circuit C, Circuit D
1-phase 3-wire 1P3W 2 circuit Circuit A, Circuit C
3-phase 3-wire 3P3W 2 circuit Circuit A, Circuit C
1-phase 2-wire voltage | 4po\yo 4 circuit Circuit A, Circuit B, Circuit C, Circuit D
selected
| opose e crouta

presesaie | oo |

1-phase 2-wire: Circuit C, Circuit D

2 circuit

» Set 1-phase 2-wire voltage selected when measuring multiple 1-phase 2-wire with different phases branching off a
1-phase 3-wire switchboard. You can measure 1-phase 2-wire by selecting the corresponding voltage.

» Set 1-phase 3-wire composite to measure both the main 1-phase 3-wire switchboard and a 1-phase 2-wire
branching off. You can measure 1-phase 2-wire by selecting the corresponding voltage.

» Refer to "4.5Voltage Selected Setting (Only with 1P2W2 or 1P3W2) (= 58)" for more on 1-phase 2-wire voltage
selected and 1-phase 3-wire composite.
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4. Settings Needed to Measure Electricity

4.3 Allocating the Circuits and CTs Used for Each Phase and Wire Type

The following table shows the phase and wire types and the CT allocations for each measuring circuit.
By enabling circuits B to D (turning the circuits ON/OFF) to increase the number of measurement points, you can
meter electricity using the required number of circuits. They are disabled by default.

56

Abbreviatio Measuring circuits
Phase and wire ns for
type phase and Circuit A Circuit B Circuit C Circuit D
wire types
3-phase 4-wire 3P4W CT1,CT2,CT3
1-phase 2-wire 1P2W CT1 CT2 CT3 CT4
1-phase 3-wire 1P3W CT1,CT2 CT3,CT4
3-phase 3-wire 3P3W CT1,CT2 CT3,CT4
1-phase 2-wire 1P2W2 CT1 cT2 CT3 CT4
voltage selected
FREEIERIT 1P3W2 CT1,CT2 CT3 CT4
composite
CLCUAAIWRYS | Gircit B ONJOFF | Circuit C ONJOFF | Circuit D ONIOFF




4. Settings Needed to Measure Electricity

4.4 Setting the Special CTs Used

Set the rated current of the special CTs to be used for the KM-PM.

Model | KM- KM- KM- KM- KM- KM-
ltem PCBE005 PCBEO050 PCBE100 PCBE200 PCBE400 PCBEG00
CT type 5A 50 A 100 A 200 A 400 A 600 A
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4. Settings Needed to Measure Electricity

4.5 Voltage Selected Setting (Only with 1P2W2 or 1P3W2)

If the phase and wire type has been set to 1-phase 2-wire voltage selected (1P2W2) or 1-phase 3-wire composite
(1P3W2), then you need to set the voltage for the 1-phase 2-wire circuit doing the measuring. Set R-N phase, T-N
phase, or R-T phase to match the voltage wire to be connected to the KM-PM.

As the following diagram shows, the 1-phase 2-wire circuit for which the voltage allocation is set is circuit A, circuit B,
circuit C, and circuit D for 1P2W2 wiring and circuit C and circuit D in the 1P3W2 wiring diagram.

You need to allocate voltage for each circuit.

Power side
R NT
S [ _:'—é_—: Circuit A
TR Pl Breaker (CcT1)
aily 5 P () Circuit B
) - i e
s2)| [
e[l B | ® ’—@—?Z: — E)g%])ltC
s1 I
cral, e

— L
[ chunt D
Breaker Loa (CT4)

Branch
circuit
breaker

!
I

Wiring diagram for 1-phase 2-wire voltage selected

Power side
R NT
——T] ¢ T 2
Breaker
enf®)| B9 r Load (Cé:i'rl'C1UitC$2)
}—
=l B l = |
2ol 7 ]
e[l BT | ® ’—@t %l:lg;ltc
el R E— — oo
$ T {Brester 43 [Coad] Gy
o
Branch
circuit
breaker

!
I

Wiring diagram for 1-phase 3-wire composite
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4. Settings Needed to Measure Electricity

4.6 Setting VT Ratio to Use with High Voltage Measurement

When measuring 6600 V within a cubicle, for example, and the measured voltage exceeds 480 V, you need to use a
transformer to convert the voltage to fit within the input voltage range of this unit. Set the multiplication factor from the
primary voltage value and the secondary voltage value. For example, if the primary voltage is 880 V and the

secondary voltage is 110 V, this becomes 880/110=8.00.

1-phase 2-wire

Power side
L N

Transformer for
instrument (VT)

__________

_____________

__________

Caution

1-phase 3-wire

RNT

Power side

Transformer for
instrument (VT)

_____________

3-phase 3-wire

Power side
RS T

Transformer for
instrument (VT)

_____________

* When measuring voltage under 480 V, accuracy can be improved by directly entering the voltage rather than by

using a transformer.
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5. Other Functions

5.1 List of Other Functions

The table below lists advanced functions of the power monitor.

Function

Description

Attribute

Tariff function (energy
classification)

This function allows you to classify energy. The storage locations of T1 to
T4 can be selected. This is an option setting item of the Configuration
Tool.

Common

Conversion

Set the conversion factor by which active energy is multiplied for each
circuit.

You can convert the active energy to a monetary figure or volume of
CO.,. Set the conversion factor. This is an option setting item of the
Configuration Tool.

Common

Initialization

Resettable active energy is initialized.
Non-resettable active energy is not initialized.
The set values can also be initialized.

Individual
circuits

Warning for voltage
miss-wiring

This function reflects an alarm in the status information when the voltage
phase for the phase and wire type is open, when the wrong phase
sequence (for 1-phase 3-wire, 3-phase 3-wire, and 3-phase 4-wire) is
detected, when the active power is a negative value, or when the
frequency goes out of the rated range. This does not need to be set by
the user.

Common
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5. Other Functions

5.2 Tariff Function (Energy Classification)

This feature allows you to select a location to save cumulative active energy data from T1 to T4.

Using the tariff feature allows you to, for example, change the location to save active energy so that you can later on

check the sum of active energy during a particular time period (for example, night and day when the electricity
charges are different).

» The current tariff default value is T1.

» The initial value of “Tariff ON/OFF” is ON. When not using the tariff function, set it to OFF.
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5. Other Functions

5.3 Energy Conversion Function

This function allows you to multiply the Active energy (import) (resettable) (Wh) of each circuit by a specified
conversion factor to convert the active energy to a monetary figure or volume of CO..

In the logging function of the Configuration Tool, the unit for displaying converted values can be arbitrarily set using
up to 10 alphanumeric characters.



5. Other Functions

5.4 Initialize

There are two different types of initialization.

(1) Resetting the active energy for each circuit
(2) Resetting the active energy for all circuits

+ Setting values remain unchanged if you do (1).

» The settings for each of the circuits are also initialized if you do (2). This is reflected in operation after a restart.

+ Active energy includes resettable measurement values and non-resettable measurement values.
Resettable active energy is initialized.

Non-resettable active energy is not initialized.
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5. Other Functions

5.5 Warning for Voltage Miss-wiring (Setting Not Required)

This feature outputs alarms when voltage phase for the phase and wire type is open, when the wrong phase
sequence (for 1-phase 3-wire, 3-phase 3-wire, and 3-phase 4-wire) is detected, when the active power is a negative
value, or when the frequency goes out of the rated range.

If the V4 voltage phase is under 85 V, this is “VR open phase warning”.

If the V, voltage phase is under 85 V, this is “VS phase warning”.

If the V3 voltage phase is under 85 V, this is “VT phase warning”.

» A phase sequence error occurs when the phase sequence for 3-phase 4-wire, 1-phase 3-wire, and 3-phase 3-wire
is incorrect.

If the active power is a negative value, the error is “Active power is a negative value”.

« If the frequency goes out of the range between 45 and 65 Hz, the error is “Input frequency error warning”.

An alarm is reflected by an LED of the Main Unit or in the status information. (= 135)

Information
« If the alarm LED flashes, it cancels after you make corrections to the wiring and input and then restart the Unit.
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6. Monitoring and Setting with the EtherNet/IP Communications

6.1 Overview

This section describes how to monitor the Main Units using the EtherNet/IP.

e What is Monitoring Using EtherNet/IP?

The Main Units can be monitored from a PLC or PC via EtherNet/IP.
The following two communications methods can be used.

For the Main Units
Communications method Outline

Monitor Settings

Tag data link Multiple data such as measured values can be monitored without Not
using a communications program. For data that can be monitored, Supported su grted
refer to “6.2 Monitoring Using the Tag Data Link (= 67)". PP

CIP message

Individual data such as measured values can be read and written by
communications

using communications program. It can also be used during tag data | Supported

Supported
link.

Commercial PC
(supporting EtherNet/IP)
PC

PLC (supporting EtherNet/IP)

EtherNet/IP

CIP message communications:
monitoring and setting

Tag data link: monitoring / EtherNet/IP port

CIP message communications:
monitoring and setting

KM-PM
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6. Monitoring and Setting with the EtherNet/IP Communications

6.1 Outline (continued)

Tag Data Link

Multiple data such as measured values of the Main Units are periodically sent to the specified area of the PLC.

The KM-PM can perform tag data link communications over four connections.

* PLC-side input tag set
The 1/0 memory address or variables are assigned. The data size is 136 bytes per set, with 4 tag sets totaling 544
bytes.

» Main Unit-side output tag set
The Main Unit assigns the instance ID of the internal data to be tagged data link. The data size is 136 bytes per
set, with 4 tag sets totaling 544 bytes.

* Configuration Tool
When configuring with OMRON controllers, the following setting tools for the tag data link should be used.

Configurations Tag data link setting tool (configuration tool) to be used
CS/CJ-series Network Configurator (Support version is ver.3.77 or later)
NJ/NX-series Network Configurator (Support version is ver.3.77 or later)

gg/smac Studio

CIP Message Communications

A CIP client such as the NJ/NX-series issues any CIP command in the Explicit message to the Main Units. This
allows you to read and write all the data of the Main Unit.

¢ Communications Instructions
When sending a CIP command with Explicit messages from OMRON PLCs or Controllers, use the following
communications Instruction.

Configurations Communications Instruction
CS/CJ-series  Explicit message send commands for CIP routing are issued by CMND
instructions
NJ/NX-series » CIPSend (Send Explicit Message Class 3) instruction
or
+ CIPUCMMSend (Send Explicit Message UCMM) instruction

e EtherNet/IP Communications Specifications

Item Specifications

Tag data link Class1 Connection resource: 4

Packet interval (RPI) 250 to 10,000 ms

Timeout value Multiples of RPI (4 times, 8 times, 16 times, ..., and

512 times)

Connection type Point To Point Connection (fixed)
Explicit message Class3 Number of clients that can communicate at one time: 2

UCMM Number of clients that can communicate at one time: 4
Conformance EtherNet/IP conformance test Conforms to CT21
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6. Monitoring and Setting with the EtherNet/IP Communications

6.2 Monitoring Using the Tag Data Link

This section describes the contents of monitoring with the tag data link.

e Connection Setting

Setting items Description
Originator device (PLC) | Input tag set Specify 136 bytes as the tag set on the PLC side.
Connection type Specify "Point to Point connection".
Target device (KM-PM) | Assembly instance (output) You can specify any of the following.

« Instance ID: 100, Size: 136 bytes
* Instance ID: 101, Size: 136 bytes
* Instance ID: 102, Size: 136 bytes
« Instance ID: 103, Size: 136 bytes

Packet interval (RPI) 250 ms to 10,000 ms (default: 250 ms)

Timeout value Multiples of RPI (4 times, 8 times, 16 times, ..., and 512 times)

Match the size of the PLC-side tag set with the instance ID (identification number of the internal data of the Main Unit)

to be selected. Only a single connection can be established with each instance ID. If you try to establish multiple
connections, an error will occur.

Caution

« If /O memory addresses are specified for the communications areas, the information in the communications areas

will be cleared when the operating mode of the PLC changes unless addresses in the Area, which are maintained,
are specified.
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6. Monitoring and Setting with the EtherNet/IP Communications

6.2 Monitoring Using the Tag Data Link (continued)

Connection to be Created

The method of setting the connection "Using the CS/CJ-series" and "Using the NJ/NX-series" is described below.
The following shows an image of the settings for the connection with the CS/CJ-series.

For details on the setting procedure, refer to “A.2 Tag Data Link Connection Setting Procedures (= 144)”.

For details on the setting procedure for connecting with the NJ/NX-series, refer to “e Using the NJ/NX-series

(= 158)".

Connection Allocation to KM-PM Device Dialog Box
Match the connection 1/0

type and instance ID of the
output tag set.

192.168.250.50 KM-PMBN-EIPAD 337 5axZ 1

A=A N R BEETLE T .
A=A, =T En ENOM A EEEL T,

B
FIS 57 N2 A=A R
A~FTNLZ . 192.168.250.1 AbTFNLZ 19216825080
BB GJIM-EIF21 H:R
AN arpariEE whibrest
— N It 100 - [130Byte]
1948470 Point to Point connection ~
WAl hn, e
’ R Select the tag sets of 136
** bytes that you have created.
¥ Aa{7°:  Pont to Point connectior
likzEar
B2
N2 E= N (RPD : 2500 s ¢ 2500 - 100000 ms ) ——
SALTOME : Ao (RPD x ¢ Ut rEs
155
@ 192.168.250.1 CJ2M-EIP21 =
(=R ) oo
PLC side tag set KM-PM side tag set
Input tag set Output tag set
»-
— This size is
136 bytes.
= PLC KM-PMBN-EIP
Create a tag that matches the sizes of Select the output tag set name to be
136 bytes of the internal data of the displayed from below.
KM-PM device selected on the right, * Input_100-[136Bytes]
and set it as the input tag set as it is. * Input_101-[136Bytes]

* Input_102-[136Bytes]
* Input_103-[136Bytes]
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6. Monitoring and Setting with the EtherNet/IP Communications

6.2 Monitoring Using the Tag Data Link (continued)

e Setting the Assembly Object

Parameter name Setting value Remarks Description
Instance ID 64 hex Output connection  Status information

(Input_100) (Size: 136 bytes) « Voltages 1 to 3, currents 1 to 3

Measured values such as converted values

(e.g. K_JPY)

65 hex Output connection  Status information

(Input_101) (Size: 136 bytes) « Voltages 1 to 3, currents 1 to 3
Measured values such as converted values
(e.g. K_JPY)

66 hex Output connection + Status information

(Input_102) (Size: 136 bytes) + Voltages 1 to 3, currents 1 to 3
Measured values such as converted values
(e.g. K_JPY)

67 hex Output connection  Status information

(Input_103) (Size: 136 bytes) + Voltages 1 to 3, currents 1 to 3

Measured values such as converted values
(e.g. K_JPY)

The correspondence between the circuit of phase and wire type and the instance ID are given in the following table.

Phase and wire type Circuit A Circuit B Circuit C Circuit D
3-phase 4-wire 100 - —
1-phase 2-wire 100 101 102 103
1-phase 3-wire 100 -—- 102 —
3-phase 3-wire 100 -—- 102 —
;e‘l’gft: 2-wire voltage 100 101 102 103
1-phase 3-wire composite 100 - 102 103
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6. Monitoring and Setting with the EtherNet/IP Communications

6.2 Monitoring Using the Tag Data Link (Continued)

e Assigning the Assembly Instance

For details on the data, refer to “6.3 Monitoring and Setting Using CIP Message Communications (= 71)".

Instance ID: 64 hex, 65 hex, 66 hex, 66 hex
The assignments of the 100, 101, 102, and 103 instance IDs are the same. Refer to the following table.
For details on the data, refer to “6.3 Monitoring and Setting Using CIP Message Communications (= 71)”.

Address map (bytes)

0 1 2 3

4 5 6 7

8 9 10 11

12 13 14 15

+0

Status information

Voltage 1 (V)

Voltage 2 (V)

Voltage 3 (V)

+16

Current 1 (A)

Current 2 (A)

Current 3 (A)

Power factor

+32

Frequency (Hz)

Active power (W)

Reactive power (Var)

Voltage V1-V2 (V)

+48

Voltage V1-V3 (V)

Voltage V2-V3 (V)

Active energy (import)
(resettable) (Wh)

Active energy (export)
(resettable) (Wh)

+64

Reactive energy (import)
(resettable) (Varh)

Reactive energy (export)
(resettable) (Varh)

Cumulative total reactive
power (resettable) (Varh)

T1 Active energy (import)
(resettable) (Wh)

+80

T2 Active energy (import)
(resettable) (Wh)

T3 Active energy (import)
(resettable) (Wh)

T4 Active energy (import)
(resettable) (Wh)

Active energy (import)
(resettable) (kWh)

+96

Active energy (export)
(resettable) (kWh)

Reactive energy (import)
(resettable) (kVarh)

Reactive energy (export)
(resettable) (kVarh)

Cumulative total reactive
power (resettable) (kVarh)

+112

T1 Active energy (import)
(resettable) (kWh)

T2 Active energy (import)
(resettable) (kWh)

T3 Active energy (import)
(resettable) (kWh)

T4 Active energy (import)
(resettable) (kWh)

+128

Conversion value (1000
times)
(e.g. JPY)

Conversion value (0.001
times)
(e.g. KJPY)

« If the assembly instance corresponds to a disabled circuit due to the phase and wire type and the circuit enable/

disable setting values, the data becomes 0. However, the following data is not applicable.

« Status information
* Cumulative **** related data
» Conversion value
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications

This section describes details of monitoring and setting using CIP message communications, and examples of

communications instructions.

e Services Supported by Objects in the KM-PM Main Unit

The services supported by the objects in the KM-PM Main Unit are as follows.

Object name Class ID Description

Operation command object 37E hex This is an object that can execute operation command services.

Main Unit monitor object 37F hex This is an object that can read KM-PM status information.

Circuit-specific monitor object | 380 hex This is an object that can read the monitor parameters of each circuit.

Main Unit setting object 381 hex This is an object that can read and write the common setting parameters of
the KM-PM Main Unit.

Circuit-specific setting object 382 hex This is an object that can read and write the settings of each circuit.

Security object 383 hex This an object that can read and write parameters and execute operation
commands related to security.

Identity object 01 hex This object performs software reset of the Main Unit, reads the identification
information of the KM-PM Main Unit, and reads the status of the built-in
EtherNet/IP port.

Assembly object 04 hex This object provides access to a device that sends and receives via a tag
data link. It can be used to send data to a device that does not support tag
data link communications.

TCP/IP Interface object F5 hex This object writes and reads the IP address, subnet mask, default gateway,
and other settings.

Ethernet Link object F6 hex This object manages the settings of the Ethernet link (physical layer).

LLDP Management object 109 hex This object stores the LLDP protocol management information.

e Correspondence Between the Circuit of Phase and Wire Type and the

Instance ID

Depending on the object, the circuit may need to be specified.
The phase and wire types and the instance ID of each circuit are shown below.

Phase and wire type Circuit A Circuit B Circuit C Circuit D
3-phase 4-wire 0x01 - - -
1-phase 2-wire 0x01 0x02 0x03 0x04
1-phase 3-wire 0x01 - 0x02 -
3-phase 3-wire 0x01 - 0x02 -
;eﬁ’:(izz ARIOVEIEEL 0x01 0x02 0x03 0x04
1-phase 3-wire composite 0x01 -—- 0x02 0x03
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Operation Command Object (Class ID: 37E hex)

This is an object that can execute operation command services on the KM-PM.

Service codes

f Supported service range
Sgg\(/jlge Service name Description Remarks
Class Instance
4B hex Application_Parameter_ Executes initialization Not Request data...
Initialization (active energy + setting 0 Supported | 0x0900: Execute
supported
value).
4C hex Network_Parameter_ Executes setting value Not Request data...
Initialization initialization (network data 0 Supported |0x0001: Execute
o supported
initialization).
4D hex Setting_Mode_ Executes switching to Not Supported Request data...
Transition setting mode. supported pp 0x0700: Execute
59 hex Active_Energy Reset Executes active energy Not Supported Request data...
reset. supported pp 0x0300: Execute
Class ID

Specify 37E hex.

Instance ID

The instance ID to specify differs depending on the service code.

* |If the service code is 4B hex, 4C hex, or 4D hex, specify 01 hex for the instance ID.

« If the service code is 59 hex, specify from 01 to 04 hex to match the circuit to be reset.
Refer to “e Correspondence Between the Circuit of Phase and Wire Type and the Instance ID (= 71)".

Attribute ID

m Class attribute ID

None.

m Instance attribute ID

None.
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Main Unit Monitor Object (Class ID: 37F hex)

This is an object that can read KM-PM status information.

Service code

Supported service range
Service code Service name Description
Class Instance
OE hex Get_Attribute_Single Regds the value of the specified Not supported Supported
attribute.
Class ID

Specify 37F hex.

Instance ID
Specify 01 hex.

Attribute ID

m Class attribute ID

None.

m Instance attribute ID

Data
Attribute ID Parameter name Description Attribute
Data type | Value
64 to 67 hex Reserved data Access prohibi’[ed*1 Reading DWORD -—-
68 HEX Status information | Refer to Status information(= 74). Reading DWORD Cvuarlr::ent
69 to C7 hex Reserved data Access prohibited ! Reading DWORD
Caution

» Do not access reserved data. If a user program that has accessed reserved data is used, unintended data may be
accessed in a future KM-PM update and result in erroneous operation.
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Status information

Bit contents
Bit position Status
1 0

0 Memory Error Occurred Not occurred
1 VR Open phase Warning Occurred Not occurred
2 VS Open phase Warning Occurred Not occurred
3 VT Open phase Warning Occurred Not occurred
4 Input Frequency Warning Occurred Not occurred
5 Phase Sequence Warning Occurred Not occurred
6 Negative Active Power Warning Occurred Not occurred
7 Open - -—
8 Operation status Error Measuring
9 Operating mode status Setting mode Measuring mode
10 Open - -
11 Open - -
12 Internal Communication Error Occurred Not occurred
13 Settings locked Enabled Disabled

14 to 31 Open -—- -

e Circuit-specific Monitor Object (Class ID: 380 hex)

This is an object that can read the monitor parameters of each circuit.

Service code

Supported service range
Service code Service name Description
Class Instance
OE hex Get_Attribute_Single Regds the value of the specified Not supported Supported
attribute.
Class ID

Specify 380 hex.

Instance ID

Specify from 01 to 04 hex.
Refer to “e Correspondence Between the Circuit of Phase and Wire Type and the Instance ID (= 71)".
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Attribute ID
m Class attribute ID

None.

m Instance attribute ID

Data
Attribute ID Parameter name Description Monitor value Attribute
Data type| Value
64 hex Voltage 1 (V) Voltage effective value: H'00000000 to . Current
Between V1 and VN H'0098967F Reading | UDINT | “yaiue
65 h Volt 2 (V)*1 Volt ffecti I (0.00 999995.9) C
ex oltage * oltage effective value: . urrent
Between V2 and VN Reading UDINT value
66 hex Voltage 3 (V)*1 Voltage effective value: . Current
Between V3 and VN Reading UDINT value
67 hex Current 1 (A)*1 Current effective value H'00000000 to . Current
H'05E5E0FF Reading UDINT value
N ) (0.000 to 99999.999)
68 hex Current 2 (A)*1 Current effective value Reading UDINT Current
value
69 hex Current 3 (A)*1 Current effective value Reading UDINT Current
value
6A hex Power factor Power factor per circuit H'FFFFFFOC to c ¢
H'00000064 Reading | DINT V“;lrjg
(-1.00 to 1.00)
6B hex Frequency (Hz) Frequency obtained from H'000001C2 to c ¢
voltage V1 H'0000028A Reading | UDINT V“;lrf:
(45.0 to 65.0)
6C hex Active power (W) Active power value per H'80000000 to
circuit H'7FFFFFFF . Current
| Power consumption | - (-21474836.8 to Reading DINT value
| Regenerative energy | 214748364.7)
6D hex Reactive power Reagtlve power value per Reading DINT Current
(Var) circuit value
6E hex Voltage V1-V2 (V)*1 Voltage effective value: H'00000000 to . Current
Between V1 and V2 H'0098967F Reading | UDINT | “a1e
6F h Voltage V1-V3 (V)1 |Volt ffecti [ (0.00 999995.9) Current
ex oltage V1- oltage effective value: . urren
Between V1 and V3 Reading UDINT value
70 hex Voltage V2-V3 (V)*1 Voltage effective value: . Current
Between V2 and V3 Reading UDINT value
;;Xto C7 Reserved data Access prohibited Reading | UDINT .
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data

Attribute ID Parameter name Description Monitor value Attribute

Data type | Value

300 hex Active energy Cumulative value when H'00000000 to c ¢
(import) (not active power was positive H'3BO9ACOFF Reading UDINT VL;rlrue:
resettable) (Wh) number (0 to 999999999)

301 hex Active energy Cumulative absolute value c t
(export) (not when active power was Reading UDINT Vl,;lf:
resettable) (Wh) negative number

302 hex Reactive energy Cumulative value when C ¢
(import) (not reactive power was leading Reading | UDINT Vl;rlrl?:
resettable) (Varh)

303 hex Reactive energy Cumulative value when c ¢
(export) (not reactive power was lagging Reading | UDINT Vl;rlfg
resettable) (Varh)

304 hex Cumulative total Absolute cumulative total c ¢
reactive power (not | value for leading and Reading UDINT VL;Le:
resettable) (Varh) lagging of reactive power

305 hex T1 Active energy Cumulative value when the c ¢
(import) (not current tariff was T1 Reading | UDINT Vtgrlrueg
resettable) (Wh)

306 hex T2 Active energy Cumulative value when the c ¢
(import) (not current tariff was T2 Reading | UDINT Vu;l'fg
resettable) (Wh)

307 hex T3 Active energy Cumulative value when the c t
(import) (not current tariff was T3 Reading | UDINT Vuarlrueg
resettable) (Wh)

308 hex T4 Active energy Cumulative value when the c ¢
(import) (not current tariff was T4 Reading | UDINT Vuglrueg
resettable) (Wh)

222 to 30F |Reserved data Access prohibited Reading UDINT
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data

Attribute ID Parameter name Description Monitor value Attribute

Data type | Value

310 hex Active energy Cumulative value when H'00000000 to c ¢
(import) (not active power was positive H'3BO9ACOFF Reading UDINT VL;rlrue:
resettable) (kWh) number (unit: kWh) (0 to 999999999)

311 hex Active energy Cumulative absolute value c t
(export) (not when active power was Reading UDINT Vl,;lf:
resettable) (kWh) negative number (unit: kWh)

312 hex Reactive energy Cumulative value when c ¢
(import) (not reactive power was leading Reading UDINT Vl;rlrl?:
resettable) (kVarh) | (unit: kVar)

313 hex Reactive energy Cumulative value when c ¢
(export) (not reactive power was lagging Reading UDINT Vl;rlfg
resettable) (kVarh) | (unit: kVar)

314 hex Cumulative total Absolute cumulative total
reactive power (not | value for leading and . Current
resettable) (kVarh) |lagging of reactive power Reading UDINT value

(unit: kVar)

315 hex T1 Active energy Cumulative value when the c ¢
(import) (not current tariff was T1 (unit: Reading UDINT Vu;l'f:
resettable) (kWh) kWh)

316 hex T2 Active energy Cumulative value when the c t
(import) (not current tariff was T2 (unit: Reading | UDINT V“;Leé‘
resettable) (kWh) kWh)

317 hex T3 Active energy Cumulative value when the c ¢
(import) (not current tariff was T3 (unit: Reading UDINT vua:llf:
resettable) (kWh) kWh)

318 hex T4 Active energy Cumulative value when the c ¢
(import) (not current tariff was T4 (unit: Reading UDINT Vuarlrl:e;
resettable) (kWh) kWh)

319 to 31F |Reserved data Access prohibited Reading UDINT

hex

320 hex Active energy Cumulative value when H'00000000 to c ¢
(import) (resettable) | active power was positive | H'3B9ACIFF Reading | UDINT V”arlfg
(Wh) number (0 to 999999999)

321 hex Active energy Cumulative absolute value c ¢
(export) (resettable) |when active power was Reading UDINT Vu;lrj’:
(Wh) negative number
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data
Attribute ID Parameter name Description Monitor value Attribute
Data type | Value
322 hex Reactive energy Cumulative value when H'00000000 to c ¢
(import) (resettable) |reactive power was leading | H'3BOAC9FF Reading UDINT VL;T:
(Varh) (0 to 999999999)
323 hex Reactive energy Cumulative value when c ¢
(export) (resettable) |reactive power was lagging Reading | UDINT urren
value
(Varh)
324 hex Cumulative total Absolute cumulative total C ¢
reactive power value for leading and Reading UDINT urren
) h value
(resettable) (Varh) |lagging of reactive power
325 hex T1 Active energy Cumulative value when the c ¢
(import) (resettable) |current tariff was T1 Reading | UDINT | ~urren
value
(Wh)
326 hex T2 Active energy Cumulative value when the c ¢
(import) (resettable) | current tariff was T2 Reading | UDINT urren
value
(Wh)
327 hex T3 Active energy Cumulative value when the c ¢
(import) (resettable) | current tariff was T3 Reading | UDINT urren
value
(Wh)
328 hex T4 Active energy Cumulative value when the c ¢
(import) (resettable) |current tariff was T4 Reading | UDINT urren
value
(Wh)
22)9() to 32F |Reserved data Access prohibited Reading UDINT .

78




6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data
Attribute ID Parameter name Description Monitor value Attribute
Data type | Value
330 HEX Active energy Cumulative value when H'00000000 to c ¢
(import) (resettable) |active power was positive H'3BO9ACOFF Reading UDINT VL;rlrue:
(kWh) number (unit: kWh) (0 to 999999999)
331 HEX Active energy Cumulative absolute value c t
(export) (resettable) |when active power was Reading UDINT Vl,;lf:
(kWh) negative number (unit: kWh)
332 HEX Reactive energy Cumulative value when c ¢
(import) (resettable) |reactive power was leading Reading | UDINT Vl;rlrl?:
(kVarh) (unit: kVar)
333 HEX Reactive energy Cumulative value when c ¢
(export) (resettable) |reactive power was lagging Reading UDINT Vl;rlfg
(kVarh) (unit: kVar)
334 HEX Cumulative total Absolute cumulative total
reactive power value for leading and . Current
(resettable) (kVarh) |lagging of reactive power Reading UDINT value
(unit: kVar)
335 HEX T1 Active energy Cumulative value when the c ¢
(import) (resettable) | current tariff was T1 (unit: Reading UDINT Vu;l'f:
(kWh) kWh)
336 HEX T2 Active energy Cumulative value when the c t
(import) (resettable) | current tariff was T2 (unit: Reading UDINT Vuarlrj:
(kWh) kWh)
337 HEX T3 Active energy Cumulative value when the c ¢
(import) (resettable) | current tariff was T3 (unit: Reading UDINT vua:llf:
(kWh) kWh)
338 HEX T4 Active energy Cumulative value when the c ¢
(import) (resettable) | current tariff was T4 (unit: Reading UDINT Vuarlrl:e;
(kWh) kWh)
339 to 33F |Reserved data Access prohibited Reading UDINT
HEX
380 HEX Conversion value Active energy (import) H'00000000 to c ¢
(1000 times) (resettable) (Wh) x value of | H'3BOACOFF Reading | UDINT V”arlfg
conversion factor (0 to 999999999)
381 HEX Conversion value Active energy (import) c t
(0.001 times) (resettable) (Wh) x value of Reading | UDINT V“E;fé‘
conversion factor
aSEZXto 3FF |Reserved data Access prohibited Reading UDINT
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

*1. The correspondence between the phase and wire type and the data are given in the following table.

Parameter name 1P2W 1P3W 3P3W 3P4W
Voltage 1 (V) Vrn Vrn - Vrn
Voltage 2 (V) - - - Vsn
Voltage 3 (V) - Vin - Vitn
Current 1 (A) IR IR IR IR
Current 2 (A) - IN * IS * IS
Current 3 (A) - IT IT IT
Voltage V1-V2 (V) - Vrs Vrs
Voltage V1-V3 (V) Vrt Vrt Vrt
Voltage V2-V3 (V) - - Vst Vst

* Value calculated from current 1 and current 3.

e Main Unit Setting Object (Class ID: 381 hex)

This is an object that can read and write the common setting parameters of the KM-PM Main Unit.

Service codes

Supported service range

Service Code Service name Description
Class Instance
OE hex Get_Attribute_Single Reads the value of the specified attribute. Not Supported
supported
10 hex Set_Attribute_Single Writes the value of the specified attribute. Not
supported Supported
Class ID

Specify 381 hex.

Instance ID
Specify 01 hex.

Attribute ID

m Class attribute ID

None.
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

m Instance attribute ID

Data
Attribute ID Parzzrnrliter Description Attribute
Data type Default value
64 to 6A hex Reserved Access prohibited Writing UDINT |~
data
6B hex VT Ratio Set the ratio between the primary side 00000064 hex
voltage and secondary side voltage when (1.00)
voltage input using VT. Writing UDINT
00000064 hex to 0001869F hex
This is reflected after a restart.
6C hex Conversion Set the conversion factor by which active 00002710 hex
Factor energy is multiplied for each circuit. " (10.000)
00000000 hex to 0001869F hex Writing | UDINT
This is reflected after a restart.
6D to 70 hex Reserved Access prohibited Writing UDINT |~
data
71 hex Tariff ON/ 0: Disabled 00000001 hex
OFF 1: Enabled Writing UDINT | (Enabled)
This is reflected after a restart.
72 hex Current Tariff | Storage location T1:00000000 hex
T1: 00000000 hex
T2: 00000001 hex ”
T3: 00000002 hex Writing | UDINT
T4: 00000003 hex
This is reflected after a restart.
73 to 7C hex Reserved Access prohibited Writing UDINT |~
data
7D hex Circuit B ON/ | 0: Disabled 00000000 hex
OFF 1: Enabled Writing UDINT | (Disabled)
This is reflected after a restart.
7E hex Circuit C ON/ | 0: Disabled 00000000 hex
OFF 1: Enabled Writing UDINT | (Disabled)
This is reflected after a restart.
7F hex Circuit D ON/ | 0: Disabled 00000000 hex
OFF 1: Enabled Writing UDINT | (Disabled)
This is reflected after a restart.
80 to C7 hex (Ij?:tsaerved Access prohibited Writing UDINT |~
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Circuit-specific Setting Object (Class ID: 382 hex)

This is an object that can read and write the settings of each circuit.

Service codes

Supported service range

Service Code Service name Description
Class Instance
OE hex Get_Attribute_Single Reads the value of the specified attribute. Not
supported Supported
10 hex Set_Attribute_Single Writes the value of the specified attribute. Not
Supported
supported
Class ID

Specify 382 hex.

Instance ID

Specify from 01 to 04 hex.

Refer to “e Correspondence Between the Circuit of Phase and Wire Type and the Instance ID (= 71)".

Attribute ID

m Class attribute ID

None.
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

m Instance attribute ID

Data
Attribute ID Parzzr:qiter Description Attribute
Data type Default value
64 hex Phase and 1P2W: 00000000 hex 3P4W:
wire type 1P3W: 00000001 hex 00000005 hex
3P3W: 00000002 hex
1P2W2: 00000003 hex Writing UDINT
1P3W2: 00000004 hex
3P4W: 00000005 hex
This is reflected after a restart.
65 to 6C hex Reserved Access prohibited Writing UDINT | ™~
data
6D hex Voltage V_R: V_R:
selected 00000000 hex 00000000 hex
V_T:
00000001 hex Writing UDINT
V_R-T:
00000002 hex
This is reflected after a restart.
6E hex Reserved Access prohibited Writing UDINT |~
data
6F hex Reserved Access prohibited Writing UDINT |
data
70 hex CT type 5 A: 00000000 hex 5A:
50 A: 00000001 hex 00000000 hex
100 A: 00000002 hex
200 A: 00000003 hex Writing UDINT
400 A: 00000004 hex
600 A: 00000005 hex
This is reflected after a restart.
71 to C7 hex Reserved Access prohibited Writing UDINT |---
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Security Object (Class ID: 383 hex)

This an object that can read and write parameters and execute operation commands related to security.

Service codes

Servtee Servi o Supported service range
Code ervice name Description Remarks
Class Instance
OE hex Get_Attribute_Si | Reads the value of the Not
ngle specified attribute. supported Supported
10 hex Set_Attribute_Sin | Writes the value of the Not Supported
gle specified attribute. supported PP
4B hex Change_ Executes a password + Request data
Password change. This is 32-byte password
reflected immediately. (Data type: ARRAY OF 32 USINT)
Not Supported |° Initial value of password
supported PP Following value obtained by hashing
Omron123 with SHA256
0x4fd4bfdf7b9933fca0912607d826c4a83
3c169f946a5¢7d5572fd63dcb873ef9
4C hex Transfer_ Executes switching to + Request data
Setting_ settings unlocked. Not 32-byte hash value
Unlock supported Supported Value obtained by hashing a password
PP and random number with SHA256 (Data
type: ARRAY OF 32 USINT)
4D hex Transfer_ Switches to settings Not Supported » Request data
Setting_Lock locked. supported PP 0x0001: Execute (Data type: UINT)
Class ID

Specify 383 hex.

Instance ID
Specify 01 hex.

Attribute ID

m Class attribute ID

None.
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

m Instance attribute ID

Attribute ID Parameter name Description Attribute Data
Data type Value
64 hex Security function Enables or disables the security Writing UINT 0: Disabled
Enabled / Disabled functions.
0: Disabled
1: Enabled
This is reflected after a restart.
65 hex Communications Enables or disables communications Writing UINT 0: All enabled
protocols Enabled / protocols.
Disabled 0: All enabled
1: Modbus/TCP enabled (EtherNet/IP is
disabled)
2: EtherNet/IP enabled (Modbus/TCP is
disabled)
This is reflected after a restart.
300 hex Random number A random value for digest authentication | Reading ARRAY Current value
(nonce) can be read. OF
Example: When the random number is 8 USINT

“01234567” in ASCII, the random
number is stored in the following
arrangement.

Array [0]: 30
Array [1]: 31

Array [6]: 36
Array [7]: 37

301 hex Power-ON duration Power-ON duration of the Main Unit Reading UDINT Current value
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data
Attribute ID Parameter name Description Attribute
Data type Value
302 hex 1st security log The access log for when a write Reading STRUCT |---
(oldest) command is received can be read. of
Power-ON time Time accessed [seconds] UDINT Value logged
IP address of IP address of access origin UDINT Initial value is
sender 0.
Communications | Communications protocol <B12> USINT
protocols Modbus/TCP: 0x01

EtherNet/IP: 0x02

Write result Written result USINT
00 when normal
Protocol error code when abnormal

Write information | Write information ID ARRAY
ID mEtherNet/IP OF
Class ID (2 bytes) + Instance ID (2 8 BYTE

bytes) + Attribute ID (2 bytes) (operation
command is service code) + Data to
write (first 2 bytes only)

mModbus/TCP
0x00000000 + Variable address (2
bytes) + Data to write (2 bytes)

Nth security log Same as above Same as Same as |Same as
above above above

31F hex 30th security log Same as above Same as Same as |Same as
(most recent) above above above
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Ildentity Object (Class ID: 01 hex)

This object reads the Main Unit software reset and the Main Unit identification information, and also reads the state of
the built-in EtherNet/IP port.

Service codes

Supported service range
Service Code Service name Description
Class Instance
01 hex Get_Attributes_All Reads the values of all attributes. Supported Supported
OE hex Get_Attribute_Single Reads the value of the specified attribute. Supported Supported
05 hex Reset Performs software reset of the Main Unit.
Execute this service code to perform software Not
reset of the Main Unit when you change the 0 Supported
. supported
parameter settings and want to apply the
changed parameters.
Class ID
Specify 01 hex.
Instance ID
Specify the following depending on the target.
* For class: 00 hex
* Forinstance: 01 hex
Attribute ID
The attribute ID specifies the information to read.
m Class attribute ID
The class attribute ID specifies the attribute of the object class.
Data
Attribute ID Parameter name Description Attribute
Data type Value
01 hex Revision Revision of the object Read UINT 0001 hex
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

m Instance attribute ID
The instance attribute ID specifies the per-instance attribute.

Data
Attribute ID Parameter name Description Attribute
Data type Value

01 hex Vendor ID Vendor ID Read UINT 002F hex
02 hex Device Type Device type Read UINT 0307 hex

03 hex Product Code Product code Read UINT *1

04 hex Revision Device revision Read Struct of -
Major Revision Maijor revision Product
Read USINT specific
Minor Revision Minor revision Read USINT Prodgpt
specific

05 hex Status Status of the EtherNet/IP Port Read WORD *2
06 hex Serial Number Serial number Read UDINT Prodgpt
specific
07 hex Product Name Product name Read SHORT_S Product
TRING specific

*1. Product code

Product name
hag FIETLE EeED (number of characters (1 byte) + character string)) hex
KM-PMBN-EIP 202 hex (514) 0B 4B 4D 2D 50 4D 42 4E 2D 45 49 50
*2. Status of the built-in Ether- Net/IP port
Bit Name Description
0 Owned Indicates when the built-in EtherNet/IP port has an open connection
as the target of a tag data link.
1 Reserved Always FALSE.
2 Configured Tag data link settings exist.
3 Reserved Always FALSE.
4107 Extended Device Status Indicates the status of the built-in EtherNet/IP port.
Indicates the status of the built-in | 0: Not used
EtherNet/IP port. 1: Not used
2: One or more I/O connection failures
3: I/0 connection is not established
4: Not used
5: Serious defect occurred (MS Criticality)
6: One or more /O connections are established and one or more are
in the RUN state
7: One or more I/O connections are established and all are idle
8 to 15: Not used
8 Minor Recoverable Fault Always FALSE.
Indicates the status of the built-in
EtherNet/IP port.
9 Minor Unrecoverable Fault Always FALSE.
Indicates the status of the built-in
EtherNet/IP port.
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Bit Name Description

10 Major Recoverable Fault When the MS indicator matches conditions of the lighting red: TRUE
Indicates the status of the built-in
EtherNet/IP port.
11 Major Unrecoverable Fault When the MS indicator matches conditions of the lighting red: TRUE
Indicates the status of the built-in
EtherNet/IP port.

12t0 15 Reserved Always FALSE.

e Assembly Object (Class ID: 04 hex)

This object enables access to data that is sent and received via a tag data link. It can be used to read data of a tag
data link using a CIP message even for a device that does not support tag data link communications.

Service codes

Supported service range
Service Code Service name Description
Class Instance
OE hex Get_Attribute_Single Reads the value of the specified attribute. Not S
upported
supported
Class ID
Specify 04 hex.
Instance ID
Specify the following depending on the target.
* For class: 00 hex
» Forinstance: 01 to 04 hex
Attribute ID
The attribute ID specifies the information to read.
m Class attribute ID
Data
Attribute ID Parameter name Description Attribute
Data type Value
01 hex Revision Revision of the object Read UINT 3
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

m Instance attribute ID
Specify the attributes for each instance.

Input (produced) instance ID: 64 hex (100), 65 hex (101), 66 hex (102), 67 hex (104)

ID Name Data type Description Attribute Value
03 hex Data ARRAY OF BYTE |Data in Assigning the “Assigning the Assembly .
» Reading -
Instance(= 70)
04 hex Size UINT Number of bytes Reading 136

Output (consumed) instance ID: 6E hex (110), 6F hex (111), 70 hex (112), 71 hex (113)

ID Name Data type Description Attribute Value
3 Data ARRAY OF BYTE | Data in Assigning the “Assigning the Assembly Reflected
Instance(= 70)” immediately -—-
upon writing
4 Size UINT Number of bytes Reading 136

e TCPI/IP Interface Object (Class ID: F5 hex)

This object is used to read and write settings such as the IP address, subnet mask, and default gateway.

Service codes

Supported service range
Service Code Service name Description
Class Instance
01 hex Get_Attributes_All Reads the values of all attributes. Not Supported
supported PP
OE hex Get_Attribute_Single Reads the value of the specified attribute. Supported Supported
10 hex Set_Attribute_Single Writes the value to the specified attribute. Not Supported
supported
Class ID

Specify F5 hex.

Instance ID
Specify 01 hex.

Attribute ID

The attribute ID specifies the information to read.
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

m Class attribute ID

The class attribute ID specifies the attribute of the object class.

Data
Attribute ID Parameter name Description Attribute
Data type Value
01 hex Revision Revision of the object Read UINT 0004 hex
m Instance attribute ID
Specify the attributes for each instance.
. Data
AttTSUte Pa;inr:](:)ter Description Attribute
Data type Value
01 hex Status Indicates the IP address setting status of the interface. Read DWORD |1
For details, refer to “Details of attribute ID: 01 hex
(status)(= 93)”
02 hex Configuration | Indicates the controller configuration and settings that Read DWORD | 000000D5
Capability can be configured for the interface. hex
Bit 0: BOOTP Client: TRUE (fixed)
Bit 1: DNS Client: FALSE (fixed)
Bit 2: DHCP Client: TRUE (fixed)
Bit 3: DHCP-DNS Update: FALSE (fixed)
Bit 4: Configuration Settable: TRUE (fixed)
(Can the Interface Configuration attribute be set?)
Bit 5: Hardware Configurable: FALSE (fixed)
(Can the IP address be set by the hardware?)
Bit 6: Interface Configuration Change
Requires Reset: TRUE (fixed)
(Is it necessary to restart the device after changing the
Interface Configuration attribute?)
Bit 7: ACD Capable: TRUE (fixed)
(Is an ACD function incorporated?)
Bits 8 to 31: Reserved area FALSE
03 hex Configuration | Sets the method used to set the IP address when the Writing DWORD | 00000000
Capability interface starts up. hex
0: Set static IP address.
1: Set by BOOTP.
2: Set by DHCP.
04 hex Physical Link | Path to the link object in the physical layer Read Struct of | ---
Object
Path size Path size (WORD size) UINT 0002 hex
Path Path to the link object in the physical layer Padded |20F6 2401
(Path to the Ethernet Link object (Class ID: F6 hex)) EPATH | hex
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

This stores the data of the received ARP
frame starting from Hardware Address

Type.

Data
Attribute ID Pa;zmzter Description Attribute
Data type Value
05 hex Interface Interface settings Writing Struct of |---
Cofiguration
IP Address IP address UDINT | Set value
(Factory default:
192.168.250.50)
Network Mask | Subnet mask UDINT |255.255. 255.0
Gateway Default gateway UDINT |0.0.0.0
Address
Nama Server Primary name server UDINT |0.0.0.0
Nama Server2 |Secondary name server UDINT |[0.0.0.0
Domain Name |Domain name STRING | 0000 hex
06 hex Host Name Host Name Reflected STRING | 0000 hex
immediately
upon writing
0D hex Encapsulation | Encapsulation session timeout time Writing UINT 0078 hex (120
Inactivity (Timeout time of TCP connection or DLTS seconds)
Timeout connection) Setting range: 1
to 3,600 seconds
(0: Prohibited)
10 hex SelectAcd Indicates whether the ACD function is Writing BOOL 1
enabled or disabled.
0: ACD function is disabled.
1: ACD function is enabled.
11 hex LastConflict Stores the IP address duplication detection Reflected STRUCT |---
Detected information (ACD diagnosis information). immediately of
The information can be cleared by setting upon writing
this attribute to all 0.
Acd Activity Indicates the status of ACD Activity when USINT | Current value
duplication is detected.
0: NoConflictDetected
1: Probelpv4Address
2: OngoingDetection
3: SemiActiveProbe
Remote MAC | MAC address of remote node when ARRAY of | Current value
duplication is detected. 6 USINT
This stores the source MAC address of
Ethernet packets.
Arp Pdu ARP PDU data when duplication is ARRAY of | Current value
detected (28 bytes). 28 USINT
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

: Data
Attrl'BUte Parameter name Description Attribute
Data type Value
13 hex Encapsulation Encapsulation session timeout time Reflected UINT 120
Inactivity (Timeout time of TCP connection or DLTS immediately
Timeout connection) upon writing
1 to 3,600 seconds (0: Prohibited)
100 hex Expansion Sets the method used to set the IP address when Writing DWORD | 00000000
Configuration the interface starts up. 0x00: Use a set static IP hex
Control address.
0x01: Obtain the IP address using BOOTP.
0x02: Obtain the IP address using DHCP.
0x81: Obtain the IP address using BOOTP (1
shot), and change the setting to static IP address
(= 0x00) once obtaining the IP address.
0x82: Obtain the IP address using DHCP (1
shot), and change the setting to static IP address
(= 0x00) once obtaining the IP address.
Details of attribute ID: 01 hex (status)
Bit position Status Bit status

Oto3 Interface Configuration Status Indicates the IP address setting status of the interface.

0 = IP address is unset (including during BOOTP startup).
1 =IP address is set.

4 Mcast Pending This is always 0 with KM-PM.

5 Interface Configuration Pending This is the state where a setting has been change in one of the
parameters of attributes 03 hex/05 hex/100 hex and waiting to
be reset.

0: No change
1: There is a setting change to attributes 03/05/100 (enabled
after reset).

6 AcdStatus Indicates whether or not an IP address duplication has been
detected by the ACD function since startup.

0: No change
1: IP address duplication was detected with the ACD function.

7 AcdFault Indicates the IP address duplication detection status when the

ACD function is supported.
0: No change
1: Detecting IP address duplication with the ACD function.

8 IANA Port Admin Change Pending This is always 0 with KM-PM.

9 IANA Protocol Admin Change Pending This is always 0 with KM-PM.

10 to 31 Reserved Always 0 (reserved area)
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Ethernet Link Object (Class ID: F6 hex)

This object manages the settings of the Ethernet link (physical layer).

Service codes

Supported service range
Service Code Service name Description
Class Instance
01 hex Get_Attributes_All Reads the values of all attributes. sup':gtrted Supported”’
OE hex Get_Attribute_Single Reads the value of the specified attribute. Supported Supported
4C hex Get_and_Clear This service performs the operation of
Get_Attribute_Single and clearing of data
after reading.
It is applicable to the following attributes. Not Supported
« Attribute4 (Interface Counters) supported
« Attribute5 (Media Counters)
* Attribute15 (Link Down Counter)
*1. The following data is obtained by Get_Attributes_All.
Attribute |D Parameter name Data
Data type Value
01 hex Interface Speed UDINT Current value
02 hex Interface Flags DWORD Current value
03 hex Physical Address ARRAY of 6 USINTs Current value
04 hex Interface Counters STRUCT of 11 UDINTS Current value
05 hex Media Counters STRUCT of 12 UDINTS Current value
06 hex Interface Control STRUCT of -—-
Control Bits WORD 0
Forced Interface Speed UINT 0
07 hex Interface Type USINT 0
08 hex Interface State USINT 0
09 hex Admin State USINT 0
0A hex Interface Lavel USINT 0
0B hex Interface Capability STRUCT of -—-
Capabilty Bits DWORD Current value
Speed/Duplex Options STRUCT of Current value
Speed/Duplex Array Count USINT Current value
0C hex HC Interface Counters STRUCT of 8 ULINTS 0
0D hex HC Media Counters STRUCT of 6 ULINTS 0
OE hex Ethernet Errors UDINT Current value
OF hex Link Down Counter UDINT Current value
Class ID

Specify F6 hex.
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Instance ID
Specify the following depending on the target.
* For class: 00 hex

* Forinstance: 01 hex

Attribute ID

m Class attribute ID

The class attribute ID specifies the attribute of the object class.

Data
Attribute ID Pa;zmiter Description Attribute
Data type Value
01 hex Revision Revision of the object Reading UINT 4
m Instance attribute ID
Data
Attribute ID | Parameter name Description Attribute
Data type Value
01 hex Interface Speed | Indicates the communications speed of the
interface. :
0x0000000A: 10 Mbps Reading UDINT Current value
0x00000064: 100 Mbps
02 hex Interface Flags Indicates the status of the interface. Reading DWORD i
03 hex Physical Address | Indicates the MAC address of the interface. Readi ARRAY of e
eading 6 USINT Product-specific
04 hex Interface Number of packets sent and received on STRUCT Current value
Counters the interface of
In Octets Number of octets received by the interface UDINT "
In Ucast Number of unicast packets received by the e
Packets interface UDINT Product-specific
In NUcast Number of non-unicast packets received by
Packets the interface UDINT Current value
In Discards Number of packets discarded after they
were received by the interface UDINT Current value
In Errors Number of packets including errors
received by the interface (excluding those UDINT Current value
of In Discards) Reading
In Unknown Number of packets of an unknown protocol UDINT Current value
Protos received by the interface
Out Octets Number of octets sent by the interface UDINT Current value
Out Ucast Number of unicast packets sent by the UDINT Current value
Packets interface
Out NUcast Number of non-unicast packets sent by the
Packets interface UDINT Current value
Out Discards Number of packets discarded when sent by
the interface UDINT Current value
Out Errors Number of packets including errors sent by UDINT Current value

the interface
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data
Attribute ID | Parameter name Description Attribute
Data type Value
05 hex Media Counters Media counter of communications port STRUCT .
of
Alignment Errors | Number of received frames whose length is
not an integral multiple of the number of UDINT Current value
octets
FCS Errors Number of received frames whose length is
not an integral multiple of the number of UDINT Current value
octets
Single Collisions N.umber of times §gccessful|y sent a frame UDINT Current value
with only one collision detected
Multllplle Ngmber of times sucpgssfully sent a frame UDINT Current value
Collisions with two or more collisions detected
SQE Test Errors | Number of times an SQE test error UDINT Current value
message was generated
Deferred Number of frames whose first transmission
- . UDINT Current value
Transmissions was deferred because media was busy Reading
Late Collisions Number of time a collision was detected
later than 512-bit time during packet UDINT Current value
transmission
Excggswe Ngmber of frames whose tr.a.nsmlssmn UDINT Current value
Collisions failed due to excessive collisions
MAC Transmit Number of frames whose transmission
Errors failed due to internal MAC sublayer UDINT Current value
transmission error
Carrier Sense Number of times the carrier sense
Errors condition was lost or not asserted when UDINT Current value
transmitting frames
Frame Too Long Number.of received frames that'exceeded UDINT Current value
the maximum allowable frame size
MAC Receive Number of frames whose receiving failed
Errors due to internal MAC sublayer receiving UDINT Current value
error
0B hex Interface Interface function STRUCT .
Capability of
Capability Bits Interface function other than speed/duplex
Bit 0: Manual setting requires reset
0 because unsupported
Bit 1: Auto-negotiate
1 because supported
Bit 2: Auto-MDIX DWORD 0x0006
1 because supported Reading
Bit 3: Manual speed/duplex
0 because unsupported
Bits 4 to 31: Reserved
Speed/Duplex Indicates the pair of speed/duplex
. . STRUCT
Options supported by the interface control of -
attributes.
Speed/Duplex | Number of elements of interface
. . USINT 0
Array Count information
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Data
Data type Value

Attribute ID | Parameter name Description Attribute

OE hex Ethernet Errors Indicates the total value for members of the

following attributes.

 “In Discards”, “In Errors”, “Out
Discards”, “Out Errors” of Interface Reading UDINT Current value
Counters (Attr.4) (4 members)

 All members of Media Counters
(Attr.5) (12 members)

OF hex Link Down Number of times link was down.
Counter Increments.upon occurrence of event. Reading UDINT Current value
where the link state of the corresponding
port changed from LinkUp to LinkDown.
*1. The details of the statuses of the interface are as follows.
Interface Flags
Bit Name Description
0 LinskStatus 0: Link is down.
1: Link is up.
1 Half/FullDuplex 0: Half duplex
1: Full duplex
2to4 Negotiation Status Indicates the auto-negotiation status.

0: Auto-negotiation operation is in progress.

1: Auto-negotiation failed. Operating with default values (10 Mbps, half
duplex).

2: Auto-negotiation failed, but only baud rate is determined. For duplex
mode, operating with the default value (half duplex).

3: Auto-negotiation was successful.

4: Operating not with auto-negotiation but using the specified baud rate/

duplex mode.
5 Manual Setting Requires Fixed to False.
Speed Bit to indicate whether it is possible to operate with the transmission speed

and other settings fixed.

6 Local Hardware Fault Fixed to False.
Bit to notify when a local hardware failure is detected.

7 to 31 Reserved
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e LLDP Management Object (Class ID: 109 hex)

This object stores the LLDP protocol management information.

Service codes

Supported service range
Service Code Service name Description
Class Instance
01 hex Get_Attributes_All Reads the values of all attributes. Supported*1 Supported
OE hex Get_Attribute_Single Reads the value of the specified attribute. Not supported Supported
10 hex Set_Attribute_Single Writes the value of the specified attribute. Not supported Supported
*1. The following data is obtained by Get_Attributes_All.
Data
Attribute ID Parameter name
Data type Value
01 hex Revision UINT 1
02 hex Max Instance UINT 1
03 hex Number of Instances UINT 1
04 hex Optional Attribute List STRUCT of: -
number of attributes UINT O(default)
optional attributes Array of UINT (null)
05 hex Optional Service List STRUCT of: -
number of services UINT 0
optional services Array of UINT (null)
06 hex Max ID Number Class Attributes UINT 7
07 hex Max ID Number Instance Attributes UINT 3
Class ID

Specify 109 hex.

Instance ID

Specify the following depending on the target.

e For class: None
* For instance: 01 hex
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6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Attribute ID

m Class attribute ID

Data
Attribute ID Parameter name Description Attribute
Data type Value
01 hex Revision Revision of the object Reading UINT 1
02 hex Max Instance Maximum instance number currently Reading UINT 1
generated
03 hex Number of Instances Number of instances currently Reading UINT 1
generated
06 hex Ma>§ ID Number Class Maximum class attribute number Reading UINT 7
Attributes
07 hex Ma).( ID Number Instance | Maximum instance attribute number Reading UINT 3
Attributes

m Instance attribute ID

Data
Attribute ID | Parameter name Description Attribute
Data type | Value
1 LLDP Enable Indicates whether the LLDP function is enabled or STRUCT L
disabled. of
LLDP Enable Number of bits defined in the LLDP Enable Array
Array Length member. This will be the Max Instance number of 2
Ethernet Link Object plus 1. UINT (Initial
With this Unit, it will be 2 because the number of value)
orts (LAN connectors) is 1.
P ( ) Reflected
LLDP Enable Bit 0: Global Enable immediately
Array (Setting to enable/disable globally) upon writing

0: LLDP Tx & Rx Disabled
1.' LL.DP Tx & Rx Enabled (Default) ARRAY of 0x03
Bit 1: Port Tx Enable BYTE (Initial
(Setting to enable/disable for each port) value)
0: LLDP Tx Disabled

1: LLDP Tx Enabled (Default)
Bits 2 to 7: Reserved

2 msgTxInterval Interval to send LLDP frames. Reflected 30
Setting range: 1 to 3,600 (unit: seconds) immediately UINT (Initial
(0 and range of 3,601 to 65,535 are reserved) upon writing value)
3 msgTxHold Multiplier of msgTxInterval for determining the
value of TTL TLV sent to adjacent device Reflected 4
Setting range: 1 to 100 (multiplier of LLDP frame immediately USINT (Initial
sending) upon writing value)

(0 and range of 101 to 255 are reserved)
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

e Examples of CIP Message Communications Instruction

An example of reading data in the Main Unit using the CIP message communications is shown below.

Example: The following is an example of reading the status information of the KM-PM using the CIP message
communications instruction of the NJ/NX-series Controller.
The CIPUCMMSend (Send Explicit Message UCMM) instruction is used a CIP message communications instruction.

Send the following CIP message.

+ Service code: 16#0E (Get_Attribute_Single: read the value of the specified attribute)
+ Class ID: 37F hex

* Instance ID: 01 hex

« Attribute ID: 68 hex (status information)

The CIPUCMMSend instruction sends the command data "ServiceDat" as a UCMM message corresponding to the
service specified by the "ServiceCode".
The destination is specified by the route path "RoutePath". The request path is specified by "RgPath".

Send Explicit Message UCMM instruction
Execution condition CIPUCMMSend
‘—l I Execute Done Done
02¥IP address RoutePath Busy Busy
UINT#20 (when 2.0second) TimeOut Error Error
BYTE#16#0E —— ServiceCode ErrorlD Error code
User-defined variable indicating Request path RgPath ErrorlDEx Expansion error code ™
Not used (dummy variable) ServiceDat RespSize Response data size
UINT#O (fixed) Size
User-defined variable to receive response data RespSerwceDat --------------------- E—
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6. Monitoring and Setting with the EtherNet/IP Communications

6.3 Monitoring and Setting Using CIP Message Communications (Continued)

Set the following value to the input variable of the above communications instruction.

Input variable of
the

Value to pass to input

communications SEE variable MEETG
instruction
RoutePath Route path 02¥IP address "02" specifies the output from the NJ-series built-in
specification EtherNet/IP port or the NX-series built-in EtherNet/IP
port 1.
The IP address specifies the IP address of the Main
Unit.
TimeOut Timeout time UINT#20 Timeout time is specified.
specification The integer "20" specifies 2.0 s as the timeout time. It
is 0.1 s unit.
ServiceCode Service code BYTE#16#0E OE hex specifies "Get_Attribute_Single” as a service
code which reads the value of the specified attribute.
RqgPath Request path Specified by user Specify a user-defined variable.
specification variable indicating the Use the data type "_sREQUEST_PATH"
Request path corresponding to the input variable "RqPath". You can
use any variable name.
Specify the following.
Class ID, Instance ID, Attribute ID
Example: Reading of the status information: Specify
the following.
ClassID: = 37F hex (meaning of “Main Unit monitor
object”)
InstancelD: = 01 hex
isAttributelD: = TRUE (meaning of using an attribute
ID)
AttributelD: = 68 hex (meaning of status information)
ServiceDat Data to send Not used (dummy Since the service code is "read", specify a dummy

variable)

variable.

Size

Number of elements to
send

UINT#0

Since the service code is "read", specify integer 0
(fixed).

RespServiceDat

Response data
specification

Specified by user
variable r variable to
receive response data

Specify a user-defined variable.

Use the data type "ARRAY [0..10] OF BYTE"
corresponding to the input/output variable
"RespServiceDat". You can use any variable name.

« If the value of "ErrorID" is WORD#16#1C00 (Explicit error), the CIP message error code is stored in "ErrorIDEX".
For details on "ErrorIDEX", refer to “A.3 Expansion Error Code of the CIP Message Communications (= 168)”.
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7. Monitoring and Setting with the Modbus TCP Communications

7.1 Outline

This section provides an overview of how to monitor the KM-PM using the Modbus TCP.

Modbus TCP is a communications protocol that uses TCP/IP to communicate with host devices such as PLCs.
This communications protocol allows host devices with a TCP/IP socket interface to read and write the internal data

of the KM-PM.
| Request >
Host device (client)

with TCP/IP socket
interface Response |

Main Unit server

Host Fjewce Main Unit server
Client

Specify the IP address of the Main Unit, and the TCP port
number 502, and send a request to open the TCP/IP connection.

>
<

Receives the request.

Sends a Modbus TCP request.

>

Returns the response.

Requests to close the TCP/IP connection.

>
<

Receives the request.

Note The socket is an interface for using TCP directly from the user program.
The host device specifies the IP address of KM-PM and TCP port number of 502 (01F6 hex) and

opens the socket in Active. After that, it sends Modbus TCP request and reads and writes the internal
data of the KM-PM.

In addition, Modbus TCP can be connected to up to two clients simultaneously.
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7. Monitoring and Setting with the Modbus TCP Communications

7.2 Function Codes

This section describes function codes that can be used with Modbus TCP.

e Function Code List

The function codes that can be used are as follows.

Function Codes Name Usages
03 hex Reading of multiple Used to read measured values such as status information, voltages,
registers currents.
06 hex Operation command Used to instruct software reset, switch to setting mode, active

energy reset, etc.

10 hex Writing of multiple Used to set the IP address, Main Unit initial setting, etc.
registers

The following table shows the correspondence between the circuit of phase and wire type and the unit ID

Phase and wire type Circuit A Circuit B Circuit C Circuit D
3-phase 4-wire 0x01 - - -
1-phase 2-wire 0x01 0x02 0x03 0x04
1-phase 3-wire 0x01 - 0x02 -
3-phase 3-wire 0x01 - 0x02 -
;e‘l’;‘;: 2-wire voltage 0x01 0x02 0x03 0x04
1-phase 3-wire composite 0x01 - 0x02 0x03
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7. Monitoring and Setting with the Modbus TCP Communications

7.2 Function Codes (continued)

e 03 hex: Reading of Multiple Registers

This function can read the contents of multiple registers starting from the specified address.
Frame Configurations
The frame configurations of Modbus TCP are as follows.

m Request

(1 ) ) @ | ©® (6) ()

| —Hex
2 2 2 1 1 2 2

«—Number of bytes

(1): Transaction ID
(2): Protocol ID

(3): Number of bytes
transferred

(4): Unit ID
(5): Function Codes
(6): Start address

: Specify any value. For example, 0000 hex is used in this explanation.
. Specify 0000 hex.

: Specify the total number of bytes of (4) and the successor. In the above case, it is from
(4) to (7), so it is 0006 hex.

: Specify 01 to 04 hex. In this manual, 01 hex is used.

. Specify 03 hex (Reading of multiple registers).

: Specify the address to start reading.
Refer to “7.3 Register Address Lists (= 109)”".

: Specify the number of words of the register to be read. The maximum value is 125
(007D hex).

(7): Number of words to
read

Pass the following values for the input variables of the above communications instruction.

m Normal Response

4)

®)

00 | oo 00 | oo 00 | 01 03 | |
2 2 2 1 1 1 2 2
m Error Response
(1) (2) (3) (4) (5) (10)
00 | oo 00 | oo 00 | 03 | o1 83
2 2 2 1 1 1

(3): Number of bytes
transferred

(8): Byte count
(9): Register contents
(10): Exception code

. The total number of bytes of (4) and the successor is set.

: The total number of bytes of (9) is set.
: Register contents from the start address to the number of read words are set.
: Error information is set. Refer to “Exception Code List(=> 108)”.

Note 1. For the other elements (the elements shaded in the above figure), the value specified in the request is
set.
2. The function code of (5) at error response is 83 hex.
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7. Monitoring and Setting with the Modbus TCP Communications

7.2 Function Codes (continued)

Example: Read the status information

m Request

) )
00 | 00 00 | 00

(3) (4) (9) (6) (7)
00 | 06 01 03 24 | 08 0 | o2

(6): Start address
(7): Number of words to read

m Normal Response

: Specify the address of the status information.
: The entire measurement information is 2 word (4 bytes), so specify 0002 hex.

00 | oo

00 | oo

Status information

(3) (4) (5) (8)
0 | o7 | o1 03 04 | | |

(3): Number of bytes
transferred

(8): Byte count

: The total number of bytes of (4) and the successor are 7, so 0007 hex is set.

. The status information is 4 bytes, so 4 hex is set.

Note For the other elements (the elements shaded in the above figure), the value specified in the request is set.

e 06 hex: Operation Command

Executes a software reset, active energy reset, switch to setting mode, or initialization.

Frame Configurations

The frame configurations of Modbus TCP are as follows.

m Request

—Hex

(1): Transaction ID
(2): Protocol ID

(3): Number of bytes
transferred

(4): Unit ID

(5): Function Codes

(6): Start address

(7): Number of words to read

m Normal Response
It is the same as the request.

«—Number of bytes

: Specify any value. For example, 0000 hex is used in this explanation.
: Specify 0000 hex.
. Specify the total number of bytes of (4) and the successor. In the above case, it is from

(4) to (7), so it is 0006 hex.

: Specify 01 to 04 hex. In this manual, 01 hex is used.
: Specify 06 hex (Operation command).

. Specify FFFF hex (Operation command).

: Specify 9900 hex (Software reset).
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7. Monitoring and Setting with the Modbus TCP Communications

7.2 Function Codes (continued)

m Error Response

(1) ) (3) (4) () (10)
00 | oo 00 | oo 00 | 03 | o1 86

2 2 2 1 1 1
(3): Number of bytes : The total number of bytes of (4) and the successor is set.
transferred
(5): Function Codes . 86 hex s set.
(10): Exception code : Error information is set. Refer to “Exception Code List(=> 108)".

Note For the other elements (the elements shaded in the above figure), the value specified in the request is set.

e 10 hex: Writing of Multiple Registers

This function can write data to multiple registers with the specified address as the start address.

Frame Configurations
The frame configurations of Modbus TCP are as follows.

m Request
(1 ) (€ 4) ®) (6) () =
00 | oo | o0 | 00 | 00 | 01 10 | | .
2 2 2 1 1 2 2
- (8) ) )
L 00 | oo [ | Hex
1 2 2 «—Number of bytes
(1): Transaction ID : Specify any value. For example, 0000 hex is used in this explanation.
(2): Protocol ID : Specify 0000 hex.
(3): Number of bytes . Specify the total number of bytes of (4) and the successor.
transferred

(4): UnitID : Specify 01 to 04 hex. In this manual, 01 hex is used.
(5): Function Codes : 10 hex (Writing of multiple registers) is specified.
(6): Start address : Specify the address to start writing.

Refer to “Register Address Lists(= 109)”.
(7): Number of words toread : Specify the number of words of the register to be write. The maximum value is 123

(007B hex).
(8): Byte count : Specify the total number of bytes of (9).
(9): Data : Register contents from the start address to the number of write words are set.

m Normal Response

(1) (2) (3) (4) () (6) (7)
00 | 00 00 | o0 00 | o6 01 10 | |
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7. Monitoring and Setting with the Modbus TCP Communications

7.2 Function Codes (continued)

m Error Response

(4)

00 | oo 00 | oo 00 | 03 | o1 90
2 2 2 1 1 1
(3): Number of bytes : The total number of bytes of (4) and the successor is set.
transferred

(10): Exception code

. Error information is set. Refer to “Exception Code List(=> 108)”.

Note 1. The elements shaded in the above figures are set to the value specified in the request.
2. The function code of (5) at error response is 90 hex.

Example: Change IP Address/Subnet mask

m Request

00

(1)
| 00

®)
10

(6)
c2 |

00

(7)
00 |

04

co | As |

FA |

9)
32 |

FF_|

FF_ |

FF_|

00

(1): Transaction ID : Specify any value. For example, 0000 hex is used in this explanation.

(2): Protocol ID : Specify 0000 hex.

(3): Number of bytes : The total number of bytes of (4) and the successor are 11, so specify 000B hex.
transferred

(4): Unit ID : Specify 01 to 04 hex. In this manual, 01 hex is used.

(5): Function Codes : 10 hex (Writing of multiple registers) is specified.

(6): Start address : Specify the register address of the IP address.

(7): Number of words to read : The IP address is 2 words (4 bytes) and subnet mask is 2 words (4 bytes), so specify a

total of 0004 hex.
. The total number of bytes of (9) is 8 bytes, so specify 08 hex.

: Specify 192.168.250.50 (CO A8 FA 32 hex) as the IP address and 255.255.255.0 (FF
FF FF 00 hex) as the subnet mask.

(8): Byte count
(9): Data

m Normal Response

(1)
00 | o0

(2)
00 | o0

(3)
00 |

(4)
06 | 01

®)
10

(6)
c2 |

(7)
00 |

00 04

(3): Number of bytes
transferred

: The total number of bytes of (4) and the successor are 6, so 0006 hex is set.

Note For the other elements (the elements shaded in the above figure), the value specified in the request is set.
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7. Monitoring and Setting with the Modbus TCP Communications

7.2 Function Codes (continued)

e Exception Code List

The following is the exception codes when an error response occurs. Confirm this content and review the request.

Exception .
code Types of error Function

01 hex lllegal function codes In the case of an unsupported function code.

02 hex lllegal data address When an address that cannot be read or written is included.

03 hex lllegal data value When data that cannot be written, such as data that is outside the setting
range, is included.

04 hex Failure in associated device This is the state in which normal execution cannot be performed.
* When an operation command and writing of multiple registers cannot be

performed. Refer to “Register Address Lists(= 109)".
05 hex Status error When a failure occurs and continuing use is not possible.
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7.3 Register Address Lists

7. Monitoring and Setting with the Modbus TCP Communications

Registers that can be read and written using Modbus TCP are as follows.

Offset address (hexadecimal) Contents (communications area) R/W
0000 hex to 0018 hex Measurement value (instantaneous) R
0200 hex to 0210 hex Measurement value (cumulative), not R

resettable
0220 hex to 0230 hex Measurement value (cumulative k unit), R
not resettable
0240 hex to 0250 hex Measurement value (cumulative), R
resettable
0260 hex to 0270 hex Measurement value (cumulative k unit), R
resettable
0300 hex to 0302 hex Conversion value R
2000 hex to 2018 hex Circuit-specific setting R/W
220E hex to 2304 hex Common setting R/W
2408 hex Status information R
C000 hex to CO1D hex Product information R
C200 hex to C207 hex IP address R/W
C220 hex EIP timeout setting R/W
C230 hex ACD setting R/W
C270 hex to C273 hex LLDP R/W
C300 hex to CA20 hex Security R/W
D009 hex Operation command W
FFFF hex
F300 hex Modbus TCP setting R/W
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Measurement Values (Instantaneous)

Address Parameter name Description Monitor value NI R/W !
of bytes
0000 hex | Voltage 1 (V) 2 Voltage effective value: H'00000000 to H'0098967F 4 R
Between V1 and VN (0.0 to 999999.9)
0002 hex |Voltage 2 (V) 2 Voltage effective value: 4 R
Between V2 and VN
0004 hex |Voltage 3 (V) 2 Voltage effective value: 4 R
Between V3 and VN
0006 hex |Current 1 (A) 2 Current effective value H'00000000 to H'05F5EOFF 4 R
0008 hex | Current 2 (A) 2 Current effective value (0.000 to 99999.999) 4 R
000A hex | Current 3 (A) 2 Current effective value 4 R
000C hex |Power factor Power factor per circuit H'FFFFFFOC to H'00000064
4 R
(-1.00 to 1.00)
000E hex |Frequency (Hz) Frequency obtained from H'000001C2 to H'0000028A 4 R
voltage V1 (45.0 t0 65.0)
0010 hex |Active power (W) Active power value per circuit | H'80000000 to H'7FFFFFFF
Power consumption| - (-21474836.8 to 214748364.7) 4 R
Regenerative energy |
0012 hex |Reactive power (Var) | Reactive power value per 4 R
circuit
0014 hex |Voltage V1-V2 (V) 2 Voltage effective value: H'00000000 to H'0098967F 4 R
Between V1 and V2 (0.0 to 999999.9)
0016 hex |Voltage V1-V3 (V) 2 Voltage effective value: 4 R
Between V1 and V3
0018 hex |Voltage V2-V3 (V) 2 |Voltage effective value: 4 R
Between V2 and V3

*1. R: Read using reading of multiple registers (03 hex).

*2. The correspondence between the phase and wire type and the data are given in the following table.

Parameter name 1P2W 1P3W 3P3W 3P4W
Voltage 1 (V) Vrn Vrn - Vrn
Voltage 2 (V) - - - Vsn
Voltage 3 (V) - Vin -—- Vitn
Current 1 (A) IR IR IR IR
Current 2 (A) - IN * IS * IS
Current 3 (A) - IT IT IT
Voltage V1-V2 (V) - - Vrs Vrs
Voltage V1-V3 (V) - Vrt Vrt Vrt
Voltage V2-V3 (V) - - Vst Vst

* Value calculated from current 1 and current 3.
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Measurement Values (Cumulative), Not Resettable

Address Parameter name Description Monitor value MLz R/w 1
of bytes

0200 hex Active energy (import) Cumulative value when active | H'00000000 to 4 R
(not resettable) (Wh) power was positive number H'3BO9ACIOFF

0202 hex Active energy (export) Cumulative absolute value (0 to 999999999)
(not resettable) (Wh) when active power was 4 R

negative number

0204 hex Reactive energy (import) | Cumulative value when 4 R
(not resettable) (Varh) reactive power was leading

0206 hex Reactive energy (export) | Cumulative value when

. . 4 R

(not resettable) (Varh) reactive power was lagging

0208 hex Cumulative total reactive | Absolute cumulative total
power (not resettable) value for leading and lagging 4 R
(Varh) of reactive power

020A hex T1 Active energy (import) | Cumulative value when the 4 R
(not resettable) (Wh) current tariff was T1

020C hex T2 Active energy (import) | Cumulative value when the 4 R
(not resettable) (Wh) current tariff was T2

020E hex T3 Active energy (import) | Cumulative value when the 4 R
(not resettable) (Wh) current tariff was T3

0210 hex T4 Active energy (import) | Cumulative value when the 4 R
(not resettable) (Wh) current tariff was T4

*1. R: Read using reading of multiple registers (03 hex).
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Measurement Values (Cumulative k Unit), Not Resettable

Address Parameter name Description Monitor value MLz R/w 1
of bytes
0220 hex Active energy (import) Cumulative value when active | H'00000000 to
(not resettable) (kWh) power was positive number H'3BOACIOFF 4 R
(unit: kWh) (0 to 999999999)
0222 hex Active energy (export) Cumulative absolute value
(not resettable) (kWh) when active power was 4 R
negative number (unit: kWh)
0224 hex Reactive energy (import) | Cumulative value when
(not resettable) (kVarh) reactive power was leading 4 R
(unit: kVarh)
0226 hex Reactive energy (export) | Cumulative value when
(not resettable) (kVarh) reactive power was lagging 4 R
(unit: kVarh)
0228 hex Cumulative total reactive | Absolute cumulative total
power (not resettable) value for leading and lagging 4 R
(kVarh) of reactive power (unit: kVarh)
022A hex T1 Active energy (import) | Cumulative value when the
(not resettable) (kWh) current tariff was T1 (unit: 4 R
kWh)
022C hex T2 Active energy (import) | Cumulative value when the
(not resettable) (kWh) current tariff was T2 (unit: 4 R
kWh)
022E hex T3 Active energy (import) | Cumulative value when the
(not resettable) (kwWh) current tariff was T3 (unit: 4 R
kWh)
0230 hex T4 Active energy (import) | Cumulative value when the
(not resettable) (kWh) current tariff was T4 (unit: 4 R
kWh)

*1. R: Read using reading of multiple registers (03 hex).
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Register Address Lists (Continued)

. . Number *1
Address Parameter name Description Monitor value of bytes R/W
0240 hex Active energy (import) Cumulative value when active | H'00000000 to 4 R
(resettable) (Wh) power was positive number H'3BOACOFF
0242 hex Active energy (export) Cumulative absolute value (010 999999999)
(resettable) (Wh) when active power was 4 R
negative number
0244 hex Reactive energy (import) | Cumulative value when
- . 4 R
(resettable) (Varh) reactive power was leading
0246 hex Reactive energy (export) | Cumulative value when
- . 4 R
(resettable) (Varh) reactive power was lagging
0248 hex Cumulative total reactive | Absolute cumulative total
power (resettable) (Varh) |value for leading and lagging 4 R
of reactive power
024A hex T1 Active energy (import) | Cumulative value when the 4 R
(resettable) (Wh) current tariff was T1
024C hex T2 Active energy (import) | Cumulative value when the 4 R
(resettable) (Wh) current tariff was T2
024E hex T3 Active energy (import) | Cumulative value when the 4 R
(resettable) (Wh) current tariff was T3
0250 hex T4 Active energy (import) | Cumulative value when the 4 R
(resettable) (Wh) current tariff was T4

*1. R: Read using reading of multiple registers (03 hex).
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Measurement Values (Cumulative k Unit), Resettable

. . Number *1
Address Parameter name Description Monitor value of bytes R/W
0260 hex Active energy (import) Cumulative value when active | H'00000000 to
(resettable) (kWh) power was positive number H'3BOACOFF 4 R
(unit: kWh) (0 to 999999999)
0262 hex Active energy (export) Cumulative absolute value
(resettable) (kWh) when active power was 4 R
negative number (unit: kWh)
0264 hex Reactive energy (import) | Cumulative value when
(resettable) (kVarh) reactive power was leading 4 R
(unit: kVarh)
0266 hex Reactive energy (export) | Cumulative value when
(resettable) (kVarh) reactive power was lagging 4 R
(unit: kVarh)
0268 hex Cumulative total reactive | Absolute cumulative total
power (resettable) (kVarh) | value for leading and lagging 4 R
of reactive power (unit: kVarh)
026A hex T1 Active energy (import) | Cumulative value when the
(resettable) (kWh) current tariff was T1 (unit: 4 R
kWh)
026C hex T2 Active energy (import) | Cumulative value when the
(resettable) (kWh) current tariff was T2 (unit: 4 R
kWh)
026E hex T3 Active energy (import) | Cumulative value when the
(resettable) (kWh) current tariff was T3 (unit: 4 R
kWh)
0270 hex T4 Active energy (import) | Cumulative value when the
(resettable) (kWh) current tariff was T4 (unit: 4 R
kWh)
*1. R: Read using reading of multiple registers (03 hex).
e Conversion Values
. . Number *1
Address Parameter name Description Monitor value of bytes R/W
0300 hex Conversion value (1000 | Active energy (import) H'00000000 to
times) (resettable) (Wh) x value of H'3BO9ACIOFF 4 R
conversion factor (0 to 999999999)
0302 hex Conversion value (0.001 | Active energy (import)
times) (resettable) (Wh) x value of 4 R
conversion factor

*1. R: Read using reading of multiple registers (03 hex).
W: Write using writing of multiple registers (10 hex).
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7.3 Register Address Lists (Continued)

7. Monitoring and Setting with the Modbus TCP Communications

e Circuit-specific Settings

Address

Parameter
name

Description

Initial value

Number of
bytes

R/W "1

2000 hex

Phase and wire
type

1P2W: 00000000 hex
1P3W: 00000001 hex
3P3W: 00000002 hex
1P2W2: 00000003 hex
1P3W2: 00000004 hex
3P4W: 00000005 hex

This is reflected after a restart.

3P4W: 00000005 hex

R/W

2002 hex
to
2011 hex

Reserved data

Access prohibited

2012 hex

Voltage
selected

V_R: 00000000 hex
V_T: 00000001 hex
V_R-T: 00000002 hex

This is reflected after a restart.

V_R: 00000000 hex

R/W

2018 hex

CT type

5 A: 00000000 hex
50 A: 00000001 hex
100 A: 00000002 hex
200 A: 00000003 hex
400 A: 00000004 hex
600 A: 00000005 hex

This is reflected after a restart.

5A: 00000000 hex

R/W

*1. R: Read using reading of multiple registers (03 hex).
W: Write using writing of multiple registers (10 hex).
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7.3 Register Address Lists (Continued)

e Common setting

7. Monitoring and Setting with the Modbus TCP Communications

Address Parameter name Description Initial value Nug;/i):sr o R/wW "1

220E hex VT Ratio Set the ratio between the primary 00000064 hex
side voltage and secondary side
voltage when voltage input using 4 R/W
VT.
This is reflected after a restart.

2210 hex Conversion Factor | Set the conversion factor by which | 00002710 hex
Active energy (import) (resettable) 4 RIW
(Wh) is multiplied for each circuit.
This is reflected after a restart.

2212 hex Reserved data Access prohibited -

to -

2218 hex

221A hex Tariff ON/OFF 0: Disabled 00000001 hex
1: Enabled 4 R/W
This is reflected after a restart.

221C hex Current Tariff Storage location T1: 00000000 hex
T1: 00000000 hex
T2: 00000001 hex
T3: 00000002 hex 4 RIW
T4: 00000003 hex
This is reflected after a restart.

221E hex Reserved data Access prohibited -

to -

22FF hex

2300 hex Circuit B ON/OFF | 0: Disabled 00000000 hex
1: Enabled (Disabled) 4 R/W
This is reflected after a restart.

2302 hex Circuit C ON/OF 0: Disabled 00000000 hex
1: Enabled (Disabled) 4 R/W
This is reflected after a restart.

2304 hex Circuit D ON/OFF | 0: Disabled 00000000 hex
1: Enabled (Disabled) 4 R/W
This is reflected after a restart.

*1. R: Read using reading of multiple registers (03 hex).
W: Write using writing of multiple registers (10 hex).
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Status information

Address Parameter name Description S R/wW "1
bytes
2408 hex Status Information This is the status of the KM-PMBN-EIP Main Unit.
Refer to “e Status information” in “Main Unit Monitor 4 R
Object (Class ID: 37F hex)(= 73)".
*1. R: Read using reading of multiple registers (03 hex).
e Product Information
Address Data name Data range N R/W "
bytes

C000 hex Vendor ID 002F hex 2 R
CO001 hex Device type 0307 hex 2 R
C002 hex Product code 2 2 R
C003 hex Product revision (major) "3 2 R
C004 hex Product revision (minor) "3 2 R
C005 hex Serial number Product-specific 4 R
C007 hex MAC address 00 00 OA ** ** ** hex 6 R
COOA hex Product name 4 32 R
CO1A hex Product code (JAN/EAN code) 4550431072931

When the product code is read, it

becomes OXXXXXXXXXXXXX00

hex, with 0 hex appended to the

most-significant digit and 00 hex 8 R

appended to the least-significant

digit.

Variable address CO1A hex is the

most-significant digit and CO1D hex is

the least-significant digit.

*1. R: Read using reading of multiple registers (03 hex).
*2. Product code

Model
KM-PMBN-EIP

Product code
514 (202 hex)

*3. The product revision is as follows.
Example: In the case of version 1.23
Major: 0001 hex
Minor: 0023 hex
*4. Product name is in ASCII notation.
Example: 4B 4D 2D 50 4D...hex (KM-PM...)

If the name is less than 32 characters, all the succeeding areas become 20 hex.
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e |IP address

Address Data name

Data range

Number of
bytes

R/W "1

C200 hex IIP address 2

Initial value: CO A8 FA 32 hex
(192.168.250.50)
This is reflected after a restart.

R/W

C202 hex Subnet mask 2

Initial value: FF FF FF 00 hex
(255.255.255.0)
This is reflected after a restart.

R/W

C204 hex Default gatewa

Initial value: 00 00 00 00 hex
(0.0.0.0)
This is reflected after a restart.

R/W

C206 hex IP address setting method

00000000 hex: Set static IP address (initial value)
00000001 hex: Set by BOOTP

00000002 hex: Set by DHCP

00000081 hex: Set by BOOTP (1 shot)
00000082 hex: Set by DHCP (1 shot)

This is reflected after a restart.

R/W

*1. R: Read using reading of multiple registers (03 hex).
W: Write using writing of multiple registers (10 hex).
*2. Write all of the 8-byte portion combining the IP address and subnet mask in a single operation. If less than 8 bytes are

written, an error occurs.

e EIP Timeout Setting

" Number
Address Data name Data range Initial value of bytes R/W
C220 hex Encapsulation session 1 to 3,600 seconds 120 seconds
timeout time (0000 to OE10 hex) (0078 hex) 2 R/W
This is reflected after a restart.
e ACD Setting
" Number
Address Data name Data range Initial value of bytes R/W
C230 hex ACD function enable/disable |0: Disabled 1: Enabled
(SelectAcd) 1: Enabled (0001 hex) 2 R/W
This is reflected after a restart.
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e LLDP
Address Data name Data range Initial value NIrTIoeT R/W
of bytes
C270 hex LLDP Enable Array |2 (0002 hex) 2 > RIW
Length This is reflected after a restart. (0002 hex
C271 hex LLDP Enable Array |Bit 0: Enable/disable LLDP (1: Enabled, 0: |3
Disabled) (0003 hex)
Bit 1: Enable/disable LLDP for 1st port 2 R/W
(1: Enabled, 0: Disabled)
This is reflected after a restart.
C272 hex msgTxInterval 1 to 3,600 seconds 30 seconds
(0001 to OE10 hex) (0078 hex) 2 R/W
This is reflected after a restart.
C273 hex msgTxHold 1to 100 4
(0001 to 0064 hex) (0004 hex) 2 R/W
This is reflected after a restart.
e Security
Address Data name Data range Initial value NUITIo67 R/W
of bytes
C300 hex Security function Enables or disables the security functions. | 0: Disabled
Enabled / Disabled |0: Disabled (0000 hex) 2 RIW
1: Enabled
This is reflected after a restart.
C301 hex Communications Enables or disables communications 0: All enabled
protocols Enabled / | protocols. (0000 hex)
Disabled 0: All enabled
1 Modbus/TCP enabled (EtherNet/IP is 5 RIW
disabled)
2: EtherNet/IP enabled (Modbus/TCP is
disabled)
This is reflected after a restart.
C400 hex Random number A random value for digest authentication can | Current value
C401 hex (nonce) be read.
C402 hex HH digit Example: When the random number is
C403 hex HL digit “01234567” in ASCII, the random number is
LH digit stored in the following arrangement. 8 R
LL digit Array [0]: 30 hex
Array [1]: 31 hex
Array [6]: 36 hex
Array [7]: 37 hex
C404 hex Power-ON duration | Power-ON duration of the Main Unit Current value
C405 hex High-order digit 4 R

Low-order digit
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

Address Data name Data range Initial value l:fug;/ tt):sr R/w 1
C406 hex 1st security log The contents of the log are as follows. 0
to information (oldest) | Power-ON time: Time accessed [seconds]
C40E hex IP address of sender: IP address of
access origin
Communications protocol:
01 hex: Modbus/TCP
02 hex: EtherNet/IP
Write result
00 hex: Normal 18 R
Other than 00 hex: Error. Refer to the error
code.*
Write information 1D
0x00000000 + Variable address (2 bytes)
+ Data to write (2 bytes)
When reading the security log, specify the
number of elements so that they will be in
record units (multiples of 9).
C50B hex 30th security log Same as above Same as above
to information (most 18 R
C513 hex recent)
CAO00 hex Password change |32-byte password Initial value of
to 2 password
CAOF hex Following value
obtained by hashing
Omron123 with
SHA256 32 w
0x4fd4bfdf7b9933fc
a0912607d826c4a8
33c169f946a5c7d5
572fd63dcb873ef9
CA10 hex Switch to settings | 32-byte hash value -
to unlocked 2 (Value obtained by hashing the password 32 w
CA1F hex and random number with SHA256)
CA20 hex Switch to settings | 0001 hex: Execute - > W
locked "2

*1. For details on error codes, refer to “Exception Code List(= 108)”.
*2. W: Write using writing of multiple registers (10 hex).
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7. Monitoring and Setting with the Modbus TCP Communications

7.3 Register Address Lists (Continued)

e Operation command

Address Data name Data range NUS; E[):Sr of | Rw™
FFFF hex Active. energy reset o . Execute: 0300 hex 5 W
(Specify the reset target circuit for the Unit ID.)
FFFF hex Switch to Setting Mode Execute: 0700 hex 2 w
FFFF hex Initialization (active energy + setting value) Execute: 0900 hex 2 w
FFFF hex Software Reset Execute: 9900 hex 2 w
D009 hex Initialize Setting Values (network data initialization) Execute: 0001 hex 2 w
*1. W: Write using operation command (06 hex).
e Modbus TCP Setting
Address Data name Data range \I/r;iltlijae! Nu& ?eesr o R/W
F300 Modbus connection timeout |0 tg 3_,600 (unit: seconds) 10 5 RIW
time This is reflected after a restart.
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8. Security

8.1 Security Guide

A lack of security has become a major concern for society and loT devices. As the importance of the data held by
factory automation (hereinafter “FA”) equipment and the safety and quality of products increases, there are an
increasing number of attacks targeting FA systems themselves and attacks exploiting organizations or FA systems
with insufficient security within the supply chain so as to get a foothold.

Accordingly, various countries are working to establish cybersecurity-related laws and regulations targeting FA
system manufacturers and operators, FA systems, and equipment that make up FA systems, as well as standardize
security requirements in various industries, such as the control system, semiconductor, and automotive industries.
Therefore, societal demands for cybersecurity are increasing more than ever.

e Necessity of Security Measures

To ensure the safety and security of FA systems, not only are countermeasures in our FA products necessary, but

our customers also need to implement security measures according to their respective roles.

For this purpose, it is important for you to properly understand and evaluate security risks related to the operations,
services, and systems you provide, and to implement appropriate security measures throughout the life cycle of the
FA system.

e Clarifying the Purposes of Security Measures

It is important to demonstrate the purposes of security measures, goals to be achieved, and business necessity for
security measures with clear rationale to obtain the agreement of all stakeholders including management before
proceeding with implementation. If you proceed without obtaining the agreement of the stakeholders, other business
requirements may take priority, making it difficult to achieve cooperation and collaboration among departments. The
following can be considered as purposes for implementing security measures.

(1) For business continuity and maintaining production

(2) For ensuring factory safety and product quality

(3) For ensuring normal operation of FA systems

(4) For protecting information, know-how, and data related to products and production

(5) For ensuring product security quality and fulfilling manufacturing responsibilities

(6) For meeting social requirements from standards and external demands

(7) For maintaining brand image and preventing loss of customer trust

~— — — ~—

Based on these security purposes, threats with particularly high impact on business should be clarified, and their
impacts should be quantified and clarified in combination with the costs of countermeasures so as to obtain
agreement on goals.
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8. Security

8.2 Security Guide (Continued)

Elements to protect

In respect to the purposes of the security measures, clarifying what elements to protect — which elements have the
greatest impact on business — makes it easier to set goals. As elements that make up security, you can consider

securing the three elements of “availability”, “integrity”, and “confidentiality” of operations, services, and products
provided by your company.

Securing availability Securing integrity Securing confidentiality
Purpose Prevent production Prevent malfunctions of Prevent leakage of
equipment operation from production equipment due |important information such
stopping. to unauthorized modification |as production know-how
of settings or data. and control programs.
Impact if compromised + Business interruption » Decreased quality » Reduced social trust
+ Delivery delays * Reduced safety * Loss of business
* Increased costs » Adverse health effects advantage
* Environmental harm  Legal violations

LINTH

Among “availability”, “integrity”, and “confidentiality”, the severity of impact differs depending on your industry,
services provided, products, and assets to be protected. Even within the same industry, this will differ depending on
the work content and target processes.

It is important to thoroughly consider which elements should be prioritized for equipment used by your company
before promoting security measures.

For Omron’s product security initiatives and the risk assessment procedures that should be implemented by
customers, refer to the Security Guideline for Factory Automation System TECHNICAL GUIDE (P162-E1).
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8. Security

8.2 Security Functions

This section describes the security functions to use with the KM-PMBN-EIP.
By using the security functions, you can protect against setting data tampering and also prevent erroneous

operations.

Additionally, you can refer to the history as a way of preventing repudiation in the event of a problem occurring.

The KM-PMBN-EIP has the following security functions.

the following information is recorded in the
Main Unit.

» Execution time information

+ IP address of sender

» Written information

This information allows you to check when and
what operations were performed, and can be
used as a way of preventing repudiation in the
event of a problem occurring.

Security function Purpose Function overview Reference

Password authentication Function This function protects against setting changes | @ Password
tampering and operation instructions via communications | Authentication
prevention messages over EtherNet/IP or Modbus/TCP. |Function
Erroneous
operation
prevention

Security history function Repudiation When setting change or operation instruction | e Security History
prevention commands are received by communications, |Function
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8. Security

8.2 Security Functions (Continued)

e Password Authentication Function

Overview

This function protects against setting changes and operation instructions via communications messages over
EtherNet/IP or Modbus/TCP.

When the security functions are enabled, the product enters the settings locked state and the settings cannot be
changed.

To change the settings, you need to use the password to switch to the settings unlocked state and then perform
writing.

After writing, reflect the settings by performing a software reset or cycling the power supply. The Unit starts up in the
settings locked state after the restart.

(2) Change settings

Change h
settings
\ (1) Password matches
T
Settings locked state

Parameter A
Parameter B
Parameter C

Password specifications

* When the security functions are enabled, the settings cannot be changed while the password remains set to the
initial value. Be sure to change the password.

» To avoid dictionary attacks and similar threats, avoid using a simple password.

» The possible setting range for the password is shown below.

Item Description

Number of valid characters |8 or more characters and 32 or fewer characters !

Usable characters Single-byte alphanumeric characters and symbols (case—sensitive)*2

*1. Can be arbitrarily set using between 8 and 32 characters.
*2. The characters that can be used are ASCII characters from 0x21 to OX7E (0-9 A-Z a-z, "-I"#3%&()*,./:;?@["_ {|}~+<=>\).

» The password saved to this product is a value hashed with the SHA-256 hash function.
Use any hash calculation tool for hashing.
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8. Security

8.2 Security Functions (Continued)

How to enable the password authentication function

The password authentication function is enabled by enabling the security functions.

When using the password authentication function, you need to change the password from the initial value.
Use the following procedure to configure the setting.

m When using EtherNet/IP

Step 1. Enable the security functions

Command item Description
Service code: 10 hex (Writing) (Set_Attribute_Single)
Class ID: 383 hex (Security object)
Instance ID: 01 hex (Fixed)
Attribute ID: 64 hex (Security function Enabled / Disabled)
Request data: 1: Enabled
Caution
« After sending the command to enable the security functions in step 1, do not perform a reset or turn off the
power.

Performing a reset or turning off the power will enable the security functions. To change the password, enter
the hash value for the password initial value “Omron123” to disable the password and then write a new
password.

Step 2. Write a new password

Command item Description
Service code: 4B hex (Change_Password)
Class ID: 383 hex (Security object)
Instance ID: 01 hex (Fixed)
Request data: 32-byte password

Step 3. Reset

Command item Description
Service code: 05 hex (Reset)
Class ID: 01 hex (ldentity object)
Instance ID: 01 hex (Fixed)
Request data: 00 hex
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8. Security

8.2 Security Functions (Continued)

m When using Modbus/TCP

Step 1. Enable the security functions

Command item Description
Write multiple registers: 10 hex
Address: C300 hex (Security function Enabled / Disabled)
Write data: 1: Enabled

Command: 0000,0000,0009,01,10,C300,0001,02,0001

Caution

+ After sending the command to enable the security functions in step 1, do not perform a reset or turn off the
power.
Performing a reset or turning off the power will enable the security functions. To change the password, enter
the hash value for the password initial value “Omron123” to disable the password and then write a new
password.

Step 2. Write a new password

Command item Description
Write multiple registers: 10 hex
Address: CAO00 hex to CAOF hexhex (change password)
Write data: Example: AaBbCc@123
Hash value: E7C5F4315C87A2B4A49631600DA092DB60D952
CCEF5F90D15217116DAD9CA402

Command example:
0000,0000,0027,01,10,CA00,0010,20,E7C5F4315C87A2B4A49631600DA092DB60D952CCEF5F90D 15217116
DAD9CA402

Step 3. Reset

Command item Description
Operation command: 06 hex
Address: FFFF hex (Software Reset)
Write data: Execute: 9900 hex

Command: 0000,0000,0006,01,06,FFFF,9900

m When using Configuration Tool

Refer to “1-3 Communication Settings (Home Screen (2))” in the Condition Monitoring Configuration Tool Usage
Guide (N240).
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8. Security

8.2 Security Functions (Continued)

How to disable the password
When the security functions are enabled, this product enters the settings locked state when you turn on its power.
To change the settings, use the following procedure to switch to the settings unlocked state then change the settings.

m When using EtherNet/IP

Step 1. Read the random number (nonce) (will be read in ASCII code)

Command item Description
Service code: OE hex (Reading) (Get_Attribute_Single)
Class ID: 383 hex (Security object)

Instance ID: 01 hex (Fixed)
Attribute ID: 300 hex (random number (nonce))

Step 2. Hash the password and random number (nonce) with SHA-256 (digest
authentication)
Generate value A obtained by further hashing the “hashed password” + “random number (nonce)”.

Example: When setting the password as “ ” and the random number (nonce) as “ ?

Password =
SHA256 hash function Input =

SHA256 hash function Output =
0>{4FD4BFDF789933FCA0912607D826C4A833C169F946A5C7D5572FD63DCBS?3EF9]

(Random number (nonce) = (O)E ]) (ASCII code is indicated in parentheses)

SHA256 hash function Input = v
0x4FD4BFDF7B9933FCA0912607D826C4A833C169F946A5C7D5572FD63DCB873EF9

SHA256 hash function Output =
0xD0O2FFD6F5F6F494556C201A452F4240148325B1F29AA868A383F1D0E81448E90

Value A obtained by further hashing the “hashed password” + “random number (nonce)”.

Use any hash calculation tool for hashing.

Step 3. Switch to the settings unlocked state (write hashed value A (32 bytes))

Command item Description
Service code: 4C hex (Transfer_Setting_Unlock)
Class ID: 383 hex (Security object)
Instance ID: 01 hex (Fixed)
Request data: 32-byte password (hashed value A)
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8. Security

8.2 Security Functions (Continued)

m When using Modbus/TCP

Step 1. Read the random number (nonce) (will be read in ASCII code)

Command item Description

Read multiple registers: 03 hex

Address: Random number | C400 hex to C403 hex (random number (nonce))
(nonce)

Command: 0000,0000,0006,01,03,C400,0004

Step 2. Hash the password and random number (nonce) with SHA-256
Generate value A obtained by further hashing the “hashed password” + “random number (nonce)”.

Example: When setting the password as “ ” and the random number (nonce) as “ ?

Password =
SHA256 hash function Input =

SHA256 hash function Output =
0){4FD4BFDF789933FCA0912607D826C4A833C169F946ASC7D5572FD63DCBS73EF9]

(Random number (nonce) = (O){ ) (ASCII code is indicated in parentheses)

SHA256 hash function Input = v
0x4FD4BFDF7B9933FCA0912607D826C4A833C169F946A5C7D5572FD63DCB873EF9

SHA256 hash function Output =
O0xD02FFD6F5F6F494556C201A452F4240148325B1F29AA868A383F1D0E81448E90

Value A obtained by further hashing the “hashed password” + “random number (nonce)”.
Use any hash calculation tool for hashing.

Step 3. Switch to the settings unlocked state (write hashed value A (32 bytes))

Command item Description
Write multiple registers: 10 hex
Address: CA10 hex to CA1F hex (switch to settings unlocked state)
Write data: 32-byte password (hashed value A)

Command example:
0000,0000,0027,01,10,CA10,0010,20,D02FFD6F5F6F494556C201A452F4240148325B1F29AA868A383F 1DOE
81448E90

m When using Configuration Tool

Refer to “1-3 Communication Settings (Home Screen (2))” in the Condition Monitoring Configuration Tool Usage
Guide (N240).
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8. Security

8.2 Security Functions (Continued)

How to change the password
To change the password, use the following procedure.

Caution

» We recommend changing the password in an offline environment. This helps minimize the risk of information

leakage via the network. An offline environment refers to the following.

Connect to each KM-PM on a one-to-one basis with an Ethernet cable not via a switching hub.

m When using EtherNet/IP

Step 1. Write the current password (disable the password)

Command item Description
Service code: 4C hex (Transfer_Setting_Unlock)
Class ID: 383 hex (Security object)
Instance ID: 01 hex (Fixed)

Request data:

32-byte password (hashed value A)

Step 2. Write a new password (change the password)

Command item

Description

Service code:

4B hex (Change_Password)

Class ID:

383 hex (Security object)

Instance ID:

01 hex (Fixed)

Request data:

32-byte password (any hashed value)

Step 3. Lock the settings

Command item

Description

Service code:

4D hex (Transfer_Setting_Lock)

Class ID:

383 hex (Security object)

Instance ID:

01 hex (Fixed)

Request data:

Execute settings lock: 1
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8.2 Security Functions (Continued)

8. Security

m When using Modbus/TCP

Step 1. Write the current password (disable the password)

Command item

Description

Write multiple registers:

10 hex

Address: CA10 hex to CA1F hex (switch to settings unlocked state)
Write data: 32-byte password (hashed value A)
Command:

0000,0000,0027,01,10,CA10,0010,20,D02FFD6F5F6F494556C201A452F4240148325B1F29AA868A383F 1DOE

81448E90

Step 2. Write a new password (change the password)

Command item

Description

Write multiple registers:

10 hex

Address:

CAO0O0 hex to CAOF hex (change password)

Write data:

Example: AaBbCc@123
Hash value: E7C5F4315C87A2B4A49631600DA092DB60D952
CCEF5F90D15217116DAD9CA402

Command example:

0000,0000,0027,01,10,CA00,0010,20,E7C5F4315C87A2B4A49631600DA092DB60D952CCEF5F90D 15217116

DAD9CA402

Step 3. Lock the settings

Command item

Description

Write multiple registers:

10 hex

Address:

CAZ20 hex (switch to settings locked state)

Write data:

Execute: 1

Command: 0000,0000,0009,01,10,CA20,0001,02,0001

m When using Configuration Tool
Refer to “1-3 Communication Settings (Home Screen (2))” in the Condition Monitoring Configuration Tool Usage

Guide (N240).
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8. Security

8.2 Security Functions (Continued)

Measure if forget password
The following describes what to do if you forget the password.

Press and hold [NW INTL] (network setting initialization button) on the Main Unit R
for three seconds.

GMRON
KM=PMBN-EIP
POWERCD

ALARMC]

Etherilet/IP
MsOJ
NSO

B

cm[:l 8

7
N

Caution
All network-related settings will be initialized.
The target parameters are the parameters in the following sections.

[When using EtherNet/IP]

Following items in “6.3 Monitoring and Setting Using CIP Message Communications”
eSecurity Object (Class ID: 383 hex) (= 84)

o TCP/IP Interface Object (Class ID: F5 hex) (= 90)

oL DP Management Object (Class ID: 109 hex) (= 98)

[When using Modbus/TCP]

o|P address (= 118)

eEncapsulation session timeout time (= 118)
eACD Setting (= 118)

oL LDP (= 119)

eSecurity (= 119)

eModbus connection timeout time (= 121)
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8. Security

8.2 Security Functions (Continued)

e Security History Function

Overview

When setting change or operation instruction commands are received by communications, the following information
is recorded in the Main Unit.

» Execution time information

* |IP address of sender

» Written information

This information allows you to check when and what operations were performed, and can be used as a way of
preventing repudiation in the event of a problem occurring.

Security history information
The following information is saved in the Main Unit.

ltem Description

Power-ON duration (seconds) | The power-ON duration (seconds) when a command is received is saved in the
Main Unit.

The power-ON duration (seconds) is saved in the Main Unit in 1-hour cycles or
when the security history information is updated. This may be shorter than the
actual product operating time depending on the timing of power interruptions.
Therefore, errors are accumulated according to the save interval of the power-ON
duration.

The data is 4 bytes.

Example: 36234 seconds (0x00008D8A)

IP address of sender The IP address of the sender is saved when a command is received.
The data is 4 bytes.

Example: 192.168.250.100 (0OxCOA8FAG4)

Communications protocols The communications protocol is saved when a command is received.
* When using EtherNet/IP: 0x02

* When using Modbus/TCP: 0x01

The data is 1 byte.

Write result The write result (error code) is saved when a command is received.
The data is 1 byte.

Example for Modbus/TCP: Normal response: 0x00
Variable data error: 0x03

Write information ID The “write information ID” is saved when a command is received. The data contains
the following depending on the communications protocol. The data is 8 bytes.
* When using EtherNet/IP
[Write information ID*] + [Data to write (first 2 bytes)]
*Write information ID: Class ID (2 bytes) + Instance ID (2 bytes)
+ Attribute ID (operation command is the service code) (2 bytes)

Example: 0x0382000100640000 (writing of “phase and wire type”)

* When using Modbus/TCP
[Reserved (4 bytes)] + [Variable address (2 bytes)] +
[Data to write (first 2 bytes)]

Example: 0x0000000020000000 (writing of “phase and wire type”)

In the case of EtherNet/IP, there are parameters for which the attribute ID or data
to write is saved as fixed to 0x0000.
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8. Security

8.2 Security Functions (Continued)

Reading security history

The security history is read by using the following command.

m When using EtherNet/IP

Command item Description
Service code: OE hex (Reading) (Get_Attribute_Single)
Class ID: 383 hex (Security object)
Instance ID: 01 hex (Fixed)
Attribute ID: 302 hex to 31F hex (1st security history (oldest) to 30th security history (most
recent))

m When using Modbus/TCP

Command item Description
Read multiple registers: 03 hex
Address: C406 hex to C40 hex (1st security history (oldest))

C50B hex to C513 hex (30th security history (most recent))

Number of elements: The record unit is 9. When reading multiple records, set a multiple of 9.

Command example: 0000,0000,0006,01,03,C50B,0009
(This is a command example for when reading only the most recent one security history.)

Security history suppression

When setting change or operation instruction commands are accepted five times while in the settings locked state,
security history will not be saved. However, saving will resume under the following conditions:

* 60 seconds have elapsed.

» Power of the Unit is turned OFF or a software reset is performed.
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9.1 KM-PM-EIP Main Unit

9. Troubleshooting

e Warnings

Warnings come as errors and alarms. The types of errors and alarms are described below.

a negative
value

negative value. (The
voltage and current
phase may not match
due to incorrect
wiring.)

. o LED Status .
Warning type Description display information Action to take
Error |Memory error | Internal memory Error LED Bit 0 is ON Repair is necessary. Contact the
corrupted flashing place of purchase or the
manufacturer.
Alarm | VR open phase | The voltage has not Alarm Bit 1 is ON There may be an issue such as
warning reached the rated LED the wiring to the voltage input
value. flashing — terminal being loose, so that
Vs open phase Bit2is ON | yoitage does not reach the rated
warning value for each phase due to
VT open phase Bit 3 is ON miss-wiring. Redo the wiring
. correctly to match the phase and
warning X )
wire type you are using.
Input frequency | Measured frequency Bit 4 is ON Input the power and voltage with
warning is outside rated the frequency within the rated
ranges ranges.
Phase The phase sequence Bit 5is ON The wiring to the voltage input
sequence error |is wrong for 3-phase terminal does not match the
4-wire, 1-phase 3- phase and wire type you are
wire, or 3-phase 3- using. Redo the wiring correctly
wire connection. to match the phase and wire
type you are using.
Active power is |Active power is a Bit 6 is ON Redo the wiring correctly

according to the situation.”!

*1 If you intend to meter negative values (exported energy), then no correction is necessary. Metering continues
normally even when a warning is displayed.

* To cancel the alarm, take the actions described to remove the cause, then switch the power on again.

135



9. Troubleshooting

9.1 KM-PM-EIP Main Unit (Continued)

Check if an issue is covered by the following items if the product doesn't seem to be working correctly.

(1-phase 2-wire voltage
selected) or 1P3W2 (1-
phase 3-wire composite) as
the phase and wire type?

phase and wire type, set “Voltage
selected” to match the connected
voltage line.

Phenomena Description Action to take Page
The main unit doesn't start |Is the power LED off? The unit isn't being supplied with power. = 34
Check that the voltage terminals have
been wired and that voltage within the
rated range is being supplied.
Cannot measure voltage Are the voltage connections | Check that the voltage connection = 39
and phase correct? matches the phase and wire type you
have selected.
Have you selected 1P2W2 |If 1P2W2 or 1P3W?2 is selected as the = 58
(1-phase 2-wire voltage phase and wire type, set “Voltage
selected) or 1P3W2 (1- selected” to match the connected
phase 3-wire composite) as | voltage line.
the phase and wire type?
Cannot measure current Is the CT connected? Connect the CT to the main unit. = 36
Also check if the CT has become
separated from the electric wire.
Is the connection Check that the connected CT matches = 36
positioning of the the selected phase and wire type.
measuring circuits and the
CT terminals correct?
Voltage and current can be |Are the CT fitted back to If negative electricity is being measured, = 37
measured, but power front? there is a chance that all of the fitted CTs
cannot be measured have been fitted back to front.
Alternatively, if electricity is being
measured is a value near 0, there is a
chance that one of the fitted CTs has
been fitted back to front.
Is the voltage phase If the phase sequence of the voltage is = 39, 58
correct? wrong, power cannot be measured
correctly. The occurrence of a phase
sequence warning can be checked from
the status information. Perform the
wiring correctly.
Have you selected 1P2W2 |If 1P2W2 or 1P3W?2 is selected as the = 58
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9. Troubleshooting

9.1 KM-PM-EIP Main Unit (Continued)

Phenomena Description Action to take Page
There is a large Does the selected phase Wire correctly. = 39
discrepancy in measured and wire type match the
values wiring?
Do the CT used and CT Check the CT type of the CT used, and = 20
type set match? configure the setting correctly.
When performing multi-circuit metering, = 56
you need to set the CT type for all
circuits.
Has the input exceeded the | Check the primary side current of the CT = 20
input range of the CT? used, then use a CT appropriate for the
rated current value of the circuit for
measurement.
Is the phase and wire type |Check the phase and wire type for the = 26

setting correct?

measuring circuits and make the correct
settings.

An abnormal measurement
value (instantaneous) is
recorded

Did a momentary stop or
similar problem occur with
the power system that is
being measured?

If a momentary stop or similar problem
occurs, an abnormal value may be
recorded.

Check the error history of the power
system that is being measured.

If a momentary stop or
similar problem occurs, an
abnormal value may be
recorded.

If the power of the measurement target
is turned OFF during communication,
the measurement value (instantaneous)
at the moment the power turned OFF
may be recorded. Stop reading from the
host device and then turn off the power
of the measurement target.

Unable to change the
settings by communications
messages because
forgotten the password

Press and hold [NW INTL] (network
setting initialization button) on the Main
Unit for three seconds to initialize the
network-related setting values.
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9. Troubleshooting

9.2 Using the Tools

This section describes the troubleshooting for using the Software Tool.

Using the Software Tool

Phenomena

Cause

Possible correction

Reference

Communication with the KM-
PMBN Main Unit from the
Software Tool is not possible

The IP address of the
computer is automatically
acquired or fixedly set to a
segment different from the IP
address of the Main Unit.

Set the IP address of the
computer to IP address of
same segment as the Main
Unit.

The IP address setting of the
Main Unit on the project is
different from the actual IP
address.

Reset the IP address of the
target Main Unit on the Setting
KM-PMBN Screen.
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9. Troubleshooting

9.3 Using EtherNet Communications

This section shows troubleshooting when using the EtherNet/IP or Modbus TCP.

EtherNet/IP

Phenomena Cause Possible correction Reference
EtherNet/IP NS LED is not |IP address has not Check the connection between -—-
communications can |lit been acquired from |BOOTP/DHCP server and the Main
not be executed the BOOTP/DHCP Units.
when using BOOTP server If you do not have a BOOTP/DHCP
mode or DHCP mode server, press and hold [NW INTL]
(network setting initialization button)
for 3 seconds to initialize the
network-related setting values.
EtherNet/IP NS LED The IP address of the | Change the IP address setting to
communications are |lighting red built-in EtherNet/IP avoid duplication
not possible. portis also used as | Then, perform a restart.
the IP address of
another node.
NS LED is not |An Ethernet link OFF | Check the connection between the
lit was detected switching hub and the Main Units to
see if the following items are normal.
* Whether the Ethernet cable is
broken, loose, or disconnected
» Power state of the switching hub
« Communications settings of the
switching hub
A timeout occurred in |NS LED Communications with | Make sure the following items are
a tag data link. blinking red the originator device |normal on the communications route.
timed out. * Whether the Ethernet cable is
broken, loose, or disconnected
» Power supply state and operation
state of the originator
» Power state of the switching hub
+ State of noise
Modbus TCP
Phenomena Cause Possible correction Reference
Modbus TCP NS LED is not |An IP address has Check the connection between the -

communication is not
possible when using
BOOTP mode or
DHCP mode

lit

not been obtained
from the BOOTP/
DHCP server.

BOOTP/DHCP server and the Main
Units.

If you do not have a BOOTP/DHCP
server, press and hold [NW INTL]
(network setting initialization button)
for three seconds to initialize the
network-related setting values.
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A. Appendices

A.1 Specifications

m Main unit specifications

ltem

Description

Rated input voltage
(common with power supply
voltage)

3-phase 4-wire: 100 to 277 VAC (L-N), 173 to 480 VAC (L-L)
1-phase 2-wire: 100 to 277 VAC

1-phase 3-wire: 100 to 240 VAC (L-N), 200 to 480 VAC (L-L)
3-phase 3-wire 1-phase ground: 100 to 480 VAC (L-L)
3-phase 3-wire contactless ground: 173 to 480 VAC (L-L)

Rated frequency

50/60Hz

Allowable power supply
voltage range

85% to 115% of the rated input voltage

Power consumption

15 VA orless

Ambient operating
temperature

-25 to 55°C (with no icing or condensation)

Ambient operating humidity

25% to 85%RH

Storage temperature

-25 to 85°C (with no icing or condensation)

Storage humidity

25% to 85%RH

Dielectric strength voltage

1) Between the set of voltage input terminals + set of current input terminals and the LAN
port: 2,000 VAC for 1 minute
2) Between all terminals and the case: 2,000 VAC for 1 minute

Insulation resistance

1) Between the set of voltage input terminals + set of current input terminals and the LAN
port: 20 MQ min. (at 500 VDC mega)
2) Between all terminals and the case: 20 MQ min. (at 500 VDC mega)

Vibration resistance

Single amplitude: 0.35 mm, Acceleration: 50 m/s?, Frequency: 10 to 55 Hz
10 sweeps for 5 minutes along the 3 axes

Shock resistance

150 m/sz, 3 times each in the up, down, left, right, forward, and back directions

Electromagnetic
environment

Industrial electromagnetic environment
(EN/IEC 61326-1 Table 2)

Weight

250 g

Degree of protection

IP20 (excluding LAN port section)

Mounting

Attaching the DIN rail

Altitude

Under 2,000 m

Applicable standards

CE, UKCA
Installation environment: EN61010-2-030, Pollution degree 2, Overvoltage/measurement
category Il (L-N: 480 V) and Il (L-N: 300 V)
EMC: EN61326-1, Class A (EMI), Industrial environment (EMS)

UL
+ UL61010-1

Pollution degree 2, Overvoltage category Il (L-N: 480 V) and Il (L-N: 300 V)
+ UL61010-2-030

Measurement category Il (L-N: 480 V) and Il (L-N: 300 V)

CSA
+ CAN/CSA C22.2 No.61010-1

Pollution degree 2, Overvoltage category Il (L-N: 480 V) and IIl (L-N: 300 V)
+ CAN/CSA C22.2 No0.61010-2-030

Measurement category Il (L-N: 480 V) and IIl (L-N: 300 V)

Korean Radio Waves Act
KSC9610-6-2, KSC9811

RCM
EN61326-1
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A.1 Specifications (Continued)

m Input specifications

A. Appendices

Iltem

Description

Applicable circuit type

3-phase 4-wire, 1-phase 2-wire, 1-phase 3-wire, 3-phase 3-wire

Number of measuring circuits | 3-phase 4-wire : Maximum of 1 circuit
1-phase 2-wire : Maximum of 4 circuits
1-phase 3-wire, 3-phase 3-wire : Maximum of 2 circuits

Connectable CTs Special CT

CT secondary side rated
current

According to the rating of Special CT

Maximum current for CT
secondary side

According to the rating of Special CT

m Communications specifications

Iltem

Specifications

Communications protocols

TCP/IP, UDP/IP

Supported services

Modbus/TCP (server)

EtherNet/IP (tag data link (Class 1)), CIP message communications (Class 3/UCMM)

BOOTP (client), DHCP (client)
ACD
LLDP (agent: transmission function only)

Number of ports

1

Physical layer

100BASE-TX

Ethernet interface

AutoNegotiation, AutoMDI/MDI-X

Transmission specifications

Media access method | CSMA/CD

Modulation Baseband

Topology Star

Baud rate 100 Mbps (100BASE-TX)

Transmission media

Twisted pair cable (shielded: STP): Category 5/5e or higher

Transmission distance

100 m max. (distance between hub and node)

Number of cascade
connections

No restrictions with respect to use of a switching hub
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A. Appendices

A.1 Specifications (Continued)

m Measurement specifications (50A CT, 100A CT, 200A CT, 400A CT, 600A CT)

Iltem

Description

Measurement item

Active energy (Active / Regenerative / Reactive), Power (Active / Reactive), Current, Voltage,
Power factor, Frequency

Active power

0.5% (IEC62053-22 class 0.5S)

*k

Reactive power

2% (IEC62053-23 class 2)”

Measurement frequency

80 ms (at 50 Hz), 66.7 ms (at 60 Hz)

Functions

Conversion

* This does not include the error margin of the special CT.
** |[EC62053 is an international standard dealing with electricity metering.

m Measurement specifications (5A CT)

Item

Description

Measurement item

Active energy (Active / Regenerative / Reactive), Power (Active / Reactive), Current,
Voltage, Power factor, Frequency

Accuracywz*3 Voltage*4 10.5% of F.S. £1 digit
Current ® +0.5% of F.S. +1 digit
Power +1.0% of F.S. +1 digit (power factor = 1)
Frequency 0.2 Hz 1 digit

Influence of temperature*6

+1.0% of F.S.

Influence of frequency’

+1.0% of F.S.

. *
Influence of harmonics 8

+0.5% of F.S.

Measurement frequency

80 ms (at 50 Hz), 66.7 ms (at 60 Hz)

Functions

Conversion

*1. This does not include the measuring error margin of the special CT.

*2. Value when ambient temperature of 23°C, rated input, and rated frequency.

*3. 10% or more of the rated input current

*4. For the voltage between R and T phases, the accuracy is £1.0% of F.S £1 digit under the same conditions.

*5. For the S phase current of 3-phase 3-wire and N phase current of 1-wire 3-phase, the accuracy is +1.0% of F.S +1 digit under

the same conditions.

*6. Percentage with respect to measurement value when within operating temperature range, ambient temperature of 23°C, rated
input, rated frequency, and power factor of 1.

*7. Percentage with respect to measurement value when within range of rated frequency +5 Hz, ambient temperature of 23°C,
rated input, rated frequency, and power factor of 1.

*8. Error margin when ambient temperature of 23°C and superimposed the 2nd, 3rd, 5th, 7th, 9th, 11th, and 13th harmonics with
content percentages of 30% current and 5% voltage relative to the fundamental wave.
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A.1 Specifications (Continued)

A. Appendices

m Special CT specifications

M I o
it ode KMPCBEO005 KMPCBEO050 KMPCBE100 KMPCBE200 KMPCBE400 KMPCBEG600
em
Primary side rated |5 A 50 A 100 A 200 A 400 A 600 A
current
Rated voltage 480 VAC
Secondary winding | 3,000 turns 6,000 turns 9,000 turns

Insulation
resistance

Between output terminals and case: 50 mQ min.

Dielectric strength
voltage

Between output terminals and case: 2,000 VAC for 1 minute

Protective element

7.5V clamp element

temperature and
humidity ranges

Allowable number | 100 times

of attachments and

detachments

Diameter of wire 7.9 mm dia. 9.5 mm dia. 14.5 mm dia. 24.0 mm dia. 35.5 mm dia. max.
attachable max. max. max. max.

Operating -25 to 55°C, 25% to 85%RH (with no icing or condensation)

Storage
temperature and
humidity ranges

-30 to 65°C, 25% to 85%RH (with no icing or condensation)

Supplied cable
length

29m

Ferrule terminal

Supplied | Output
cable side
terminals CT side

Round terminal

When using the CT as a set with the KM-PMBN-EIP Power Monitor, also consider the operating environment conditions of the

power monitor.

Consider the operating environment conditions of the device that is used as a set with this CT.
* The CT with a 600 A rating (KM-PCBEG600) does not support safety standard certification, including UL/CSA certification.
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures

e Preface

The internal data (parameters) of the tag data link supported by the Main Unit is assigned to any one of the four tag
sets. Therefore, it is necessary to select the tag set to use according to the purpose of the customer, and then set it.
See below for the size and contents of the four tag sets.

Size and Contents of Tag Sets

Identification number (Instance ID of Remarks Function
Assembly object)

64 hex Output connection (Size: |+ Status information

(Input_100) 136 bytes) « Voltages 1 to 3, currents 1to 3
Measured values such as converted values (e.g.
K_JPY)

65 hex Output connection (Size: |+ Status information

(Input_101) 136 bytes) + Voltages 1 to 3, currents 1 to 3
Measured values such as converted values (e.g.
K_JPY)

66 hex Output connection (Size: |+ Status information

(Input_102) 136 bytes) « Voltages 1 to 3, currents 1to 3
Measured values such as converted values (e.g.
K_JPY)

67 hex Output connection (Size: |+ Status information

(Input_103) 136 bytes) « Voltages 1 to 3, currents 1to 3
Measured values such as converted values (e.qg.
K_JPY)

e Using the CS/CJ-series

You can set tag data link settings using the Network Configurator for EtherNet/IP.
When using the CS/CJ-series PLC as an originator, use the Network Configurator for EtherNet/IP supporting the
model and version of the CPU Unit. (Refer to the CS/CJ Series EtherNet/IP Units Operation Manual (Cat. No. W465)

for the setting status of the setting tool.)

The setting method when the CS/CJ-series PLC is an originator is as follows.

144




A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

1 Starting the Network Configurator for EtherNet/IP

To start the Network Configurator, select All Programs | OMRON | CX-One | Network Configurator for
EtherNetIP | Network Configurator from the Windows Start Menu.

The Main Window consists of a Hardware List and a Network Configuration Pane, as shown in the following
diagram.

2 Installing EDS Files

To configure KM-PMBN-EIP as an EtherNet/IP tag data link communications target, install the EDS file
containing the configuration information of the KM-PMBN-EIP in the Network Configurator. Once this
installation is done, this operation is unnecessary from the next setting.

EDS files can also be downloaded from our website.
Register the CIP revision corresponding to the EIP CPU version on the side label of the Main Unit.

CIP revision

Software version
Maijor revision Revision on the Hardware list

Ver.1.1 1 Rev1

Ver.1.1
(Software version)
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

Select EDS File (S) | Install () ... on the menu bar.

B2 Install EDS File 24
Lockin: | | | EDS_Fie e # e m-
=
MName Date modified Type
[ TKM-PMBN-EIP-R eds 3/14/2019 8:00 PM_ EDS File

<

Filenams:  [KM-PMBN-EIP-R.eds | [ open

Files of type: | Hectronic Data Sheet(* eds) ~ Cancel

Device Information
Wendor: OMROM Corporation
Device Type: Thermal Condition konitoring Device
Froduct Mame: KM_PMBN_EIP
Revision: 1.01

After selecting the following EDS file, click Open and install it.

Model name of the KM-PM EDS file name

KM-PMBN-EIP KM-PMBN-EIP-R1.eds

At this time, an icon confirmation message will be displayed. Click Yes (Y).

Network Configurator

o Install the lcon of KM-PMBN-EIP?

Yes No

After selecting the following ICON file, click Open and install it.

Model name of the KM-PM ICON file name
KM-PMBN-EIP KM-PMBN-EIP.ico
B Install Icon (KM_PMBN_EIP) X
Lockin: [ |_] 1CO_Fie Ve # e mEr

File name: |128«128.ic0 | | COpen

Files of type: | lcon File(*ico) ~ Cancel
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

When the installation is completed, the device is added to the hardware list.

@ Metwork Gonfigurator
= @ EtherNet/IP Hardware
= :@ ‘Wendor
= ._g OMROM Corporation
& ﬁ Communications Adapter
=% Generic Device
i1 Motor Gondition Monitoring Device
) ,.-5. Power Supply Dewice
—-5g Power Monitor Device
Z] KM-PMBM-EIP
= ._g Levice | ype
& ﬁ Communications Adapter
- =% Generic Device
il Motor Gondition Monitoring Device
) rh!i Power Supply Device
£ rh!i Thermal Condition Monitoring Device

3 Registering devices

(1) Device registration to the network configuration

Register the EtherNet/IP devices which participate in the tag data links in the Network Configuration
Window.

From the hardware list, you can register a PLC as an originator device and Main Units, by dragging and
dropping each device at a time, or by selecting and double-clicking it.

As an example, register a CJ1W-EIP21 (Rev 3) in the "Communications Adapter" categories an originator
device and register a KM-PMBN-EIP as a target device.

Drag & drop

[ Dssisien

Resey LEnaNep Tnknown | ONFOTOOLEUS. T ot

Note Select the same model as the device you use and register it.
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

The device names and major CIP revisions (Rev o) are displayed in the hardware list.
The device name and the major CIP revision of the CS/CJ-series CPU Unit are as follows.

CIP revision
Device name in hardware list Unit version Major Sevisan e i
revision hardware list

CJ2B-EIP21 Unit version.2.0 and 2.1 2 Rev2

Unit version.3.0 3 Rev3
CJ2M-EIP21 Unit version.2.0 and 2.1 2 Not available.
CJ1W-EIP21 Unit version.1.0 1 Rev1

Unit version.2.0 and 2.1 2 Rev2

Unit version.3.0 3 Rev3
CS1W-EIP21 Unit version.1.0 1 Rev1

Unit version.2.0 and 2.1 2 Rev2

Unit version.3.0 3 Rev3
CJIW-EIP21(CJ2) Unit version.2.0 and 2.1 2 Rev2

Unit version.3.0 3 Rev3

*1. This shows the case where the CJ1W-EIP21 Unit is mounted on the CJ2 CPU Unit.

(2) Device Node Address (IP Address) Setting

Set the node address (IP address) of the device to be used.

In the Network Configuration Window, click the device you want to change the node address IP address),
right click and select Change Node Address (A)....

Enter the node address (IP address) of the device to be used actually, and click OK.

Change IP Address X
Mew IP Address: | 192 . 168 . 260 . 30
Cres
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

4 EtherNet/IP Connection Settings

The procedure of creating the tag sets and setting the connections is described below. The internal data
(parameters) of the tag data link supported by the Main Unit is assigned to any one of the four tag sets.
Therefore, it is necessary to select the tag set to use according to the purpose of the customer, and then set it.

(1) Create Tag sets and Tags

Create tag sets and those members tags necessary for connection for the registered EtherNet/IP Unit.
For tags, you can set the /O memory address or network symbols used by the control program (CJ2H-
CPU6o-EIP/CJ2M-CPU30, CJ2H-CPU6o Ver.1.6 or higher, or CJ2M-CPU1ao Ver.2.2 or higher).

Information

The setting contents depend on the originator device connecting the KM-PM series.
For detailed settings, refer to the manual of the originator device.
» "SYSMAC CS/CJ Series EtherNet/IP Units Operation Manual (Cat. No. W465)"

Information

Tag set names and tag names can also be created in advance using the CX-Programmer. When creating in
advance, make them the same names as the tags to be created with the Network Configurator. You can also
use them as symbol variables of PLC by sharing them with CX-Programmer by importing from or exporting to
a file the tag set names and tag names of PLC edited with Network Configurator.

For detailed settings, refer to the manual of the originator.
» "SYSMAC CS/CJ Series EtherNet/IP Units Operation Manual (Cat. No. W465)"

(1)-1 Tag Editing

Select the device (e.g., CJ1W-EIP21) for editing the tag set and the tag.
Then right-click it and select Parameter (P) | Edit (E) ... or double-click it.

Edit Device Parameters : 192.168.250.1 CJTW-EIP21

Connections  |Tag Sets

In -Consume ' Out - Produce

Name Over Size

Bit

Edit Tags... Delete all of unused Tag Sets | |Jsage Count - 0/256

To/From File

Cancel

X
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

Click the Tag Sets Tab at in the Edit Device Parameters Dialog Box.

Edit Device Parameters : 192.168.250.1 CJTW-EIP21 X
Connections  Tag Sets

In -Consume ' Out - Produce

Name Over .. Size Bit ID

New... Edit... Delete Expand All Collapse All

Delete all of unused Tag Sefs | |Jsage Count : 0/256 To/From File
Cancel

Information

If you have created network symbols, tag set names and tag names in advance with the CX-
Programmer and have the exported file (.CSV), click To/From File at the lower right, select Import from
File.... By doing so, you can omit the following "(1) -1 Tag editing" and "(1) -2 Editing tag set" below.

Click Edit Tag (T) ... in the Edit Device Parameters Dialog Box to edit tag sets.

Edit Tags x
In- Consume  Out - Produce
Mame Cwer ... Size Bit
Mew... Edit... Delete
Uszage count . 04256 Bl
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

To enter tags, there are tabs for Input (Consume) and Output (Produce), but set only the Input (Consume)
tab when connecting the KM-PM series. Select the In - Consume Tab and click New (N) ..., the Edit Tags

Dialog Box will be displayed.

Edit Tag X

Narne : |‘

Size : 2= Byts
Llse Bit Data
0=

Over Load
Dizable Enable

Enter the tag name and its size (136 bytes), and click Register (R).

As a "tag name", enter the character string for the CPU Unit's I/O memory address or a network symbol

(e.g., 100, W100, DO, Input_Signal).

Addresses in the following I/O memory areas can be set.

CPU Unit’'s data area

Address Range

CIO Area 0000 to 6143

Holding Area HOO00 to H511

Work Area WO000 to W511

DM Area D00000 to D32767

EM Area Bank 0 hex EO_00000 to E0_32767
Bank 0 hex E18_00000 to E18_32767

Information

Here, create a symbol that matches the name of the I/O memory address used in the PLC or the name

of the network symbol (input).

Continue to edit tags. Click Close (C) to end tag editing.
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

As an example, register a tag with the following information:
Tag name: "D00000"
Size: 136 bytes

Register the tag according to the required number of connections.

The tags registered are displayed in the Edit Tag Dialog Box.

Edit Tags *
In- Consume Ot - Produce
Name Ovver ... Size Bit
I D00000 136E...
W D00068 136E...
M D00136 136E...
W D00204 136E...
: Mew. || Ed. Delete
Uszage count 1 44256 oK Cancel

Click OK in the Edit Tag Dialog to register tags and complete tag editing.
At that time, if you have created a new tag, the following confirmation message will be displayed. To
register the tag name as it is as the tag set name, click Yes (Y). If you register the tag name as it is as the

tag set name, one tag is registered as one tag set. Here, when selecting Yes (Y), you can omit "(1) -2.
Editing tag set" for the newly created tag.

Metwork Configurator

| . The new Tags will be registered as Tag sets.

Yes No
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

(1)-2 Editing tag set

To enter tags, there are tabs for Input (Consume) and Output (Produce), but set only the Input (Consume)
tab when connecting the KM-PM series.

For editing tag set, click New (N) ... in the following Edit Tag Set Dialog Box.

Edit Device Parameters : 192.168.250.1 CJTW-EIP21 X
Connections  Tag Sets
In -Consume  Out - Produce
Name Over Size Bit D
Edit Delete Expand All Collapse All
Edit Tags... Delete all of unused Tag Sets | |Jsage Count - 0/256 To/From File
e

The Edit Tag Set Dialog Box is displayed.

Edit Tag Set *
PLC Status
Name : || @® Mot lnclude () Include
Tag List CandidateT ag List
M ame Over .. Size Bit I ame Ovver .. Size Bit
W DO0000 136Bute
W D00068 136Eyte
5 W Do0136 136Byte
- W D00204 136Bute
>
£
Advanced Lloze

Enter the tag set name, select from the candidate tag list the tag to be a member, and add it by clicking
the | £< | (add tag) Button at the center or by double-clicking it.

After adding a member, you can register tag set by clicking Register (R).

In this example, we set “t KM_Monitor_Data”, “t KM_Monitor_DataB”, “t_ KM_Monitor_DataC”, and
“t_KM_Monitor_DataD” as the tag set names.

Information

If you add a tag without specifying a tag set name and click Register (R), the tag name at the top of the
tag list is automatically entered as the tag set name.

Continue to edit tag sets. Click Close (C) to end tag set editing.and return to the Edit Tag Set Dialog Box.
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

The registered tag set is displayed.

Edit Device Parameters : 192.168.250.1 CJTW-EIP21 X
Connections  Tag Sets
In -Consume  Out - Produce

Name Over .. Size Bit ID

¥5]t_KM_Monitor_Data 136Byte Auto

¥€§]t_KM_Monitor_DataB 136Byte Auto

¥&3]t_KM_Monitor_DataC 136Byte Auto

*&5]t_KM_Monitor_DataD 136Byte Auto
New... Edt... Delete Expand All Collapse All
Edit Tags... Delete all of unused Tag Sefs | Jsage Count : 4/256 To/From File

Cancel

(1) EtherNet/IP Connection Settings

Set communications parameters for tag data link communications.
Select the Connections Tab in the Edit Device Parameters Dialog Box,

Edit Device Parameters : 192.168.230.1 CJTW-EIP21 X
In - Consume ' Out - Produce

Mame Over .. Size Bit ID
¥&3]t_KM_Monitor_Data 136Byte Auto
*&5]t_KM_Monitor_DataB 136Byte Auto
*&5]t_KM_Monitor_DataC 136Byte Auto
*&5]t_KM_Monitor_DataD 136Byte Auto

New... Edt... Delete Expand All Collapse All

Edit Tags Delete all of unused Tag Sets | |Jsage Count - 4/256 To/From File

o
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A. Appendices

A.2 Tag Data Link Connection Setting Procedures (continued)

The Connection Edit is displayed in the Edit Device Parameters Dialog Box.

Edit Device Parameters : 192.168.250.1 CJTW-EIP21 X
Connections | Tag Sets

Unregister Device List

S Product Name

#p192.168.250.30 KM-PMBN-EIP
Connections : 0/256(0:0,T:0) - -
Register Device List

Product Name 192.168.250.1 CJTW-EIP21 Vanable Target Variable

New Edit Delete Edit All Change Target Node ID To/From File
Cancel

Select the KM-PM series, and then click the middle i (Add device) Button to register the
connection in the tag data link.

Edit Device Parameters : 192.168.230.1 CJTW-EIP21 X
Connections ' Tag Sets

Unregister Device List

# Product Name
Connections : 04256 (0 :0,T:0) - »
Register Device List
Product Name 192.168.250.1 CJTW-EIP21 Varable Target Variable

#51192.168.250.50 (#050) ...

Mew.. Edit.. Delete Edit All... Change Target Node ID.... To/From File

0K Cancel
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A.2 Tag Data Link Connection Setting Procedures (continued)

Select the KM-PM series displayed in the registered device list, click New (N) ... or double-click the
device, the Connection Allocation Dialog Box will be displayed.

192.168.250.30 KM-PMBN-EIP Edit Connection

It will add & connection configuration to orginator device.

Cormection /0 Type: | Input Assembly 100

Originator Device
Node Address:  192.168.250.1
Comment:  CJ1Ww-EIPZ1

Input Tag Set: (£t Tag Sets

ED"”-?ESEH Point to Paint connection ~

Output Tag Set: Edit Tag Gets

Eonneetion | S A Gannecton
pe

Show Detail

#*

#

Pleaze configure the Tag Set each aof ariginator device and target device.

Target Device
Mode &ddress . 192.168.250.50
Comment:  KM-PMBN-EIP

Output Tag Set :

Input_100 - [136Byte]

Input Tag Set :

LClose

X

The default values of each parameter are displayed, and then set the following items.

» Connection I/0O Type

Set the connection to register from the drop-down list. The output tag set is automatically selected

according to the setting.

Connection I/O Type

Output tag set

Input Assembly 100

Input_100 - [136Byte]

Input Assembly 101

Input_101 - [136Byte]

Input Assembly 102

Input_102 - [136Byte]

Input_103 - [136Byte]

Input Assembly 103

* |Input tag set
Select the tag set name edited in "(1) -2. Editing tag set" from the drop down list and set it.

» Packet interval (RPI)
From the setting range of KM-PMBN-EIP (250 ms to 10,000 ms), set the data send interval from KM-
PMBN-EIP according to the system.

» Timeout value
Select the timeout value at the occurrence of a communications error from the pull down list and set it.
The value can be set by multiple of packet interval (RPI). (4 times, 8 times, 16 times, ..., 512 times)

Information
If detailed parameters (i.e., packet interval (RPI), timeout value) are not displayed, it can be displayed by
clicking Show Detail.
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A. Appendices

Please configuie the Tag Set each of

Originator Device
Node Address:  192.168.2601
Comment:  CITW-EIPZ1

Input Tag Set: (g Tag Sets

&
Connection

Output Tag Set: Edit Tag Sets

Type

Show Detail

192.168.250.30 KM-PMBN-EIP Edit Connection

Itwill add 5 conmection configuration ta ariginator device.

originator dewvice and target device.

Cornection 170 Type: | Input &ssembly 100 ~

Target Device

Node Address :

Comment :

Output Tag Set :

Point to Paint connection ~

192.168.250.50
KM-PMBN-EIP

Input_100 - [136Byte]

Input Tag Set :

BOnection | oo 1o Peint cannection

Close

Click Register after connection allocations, then connection allocations are completed. Register the
connections one by one. Click Close and return from the Connection Allocation Dialog Box.

When the setting is completed, it is displayed as follows.

Edit Device Parameters : 192.168.250.1 CJTW-EIP21 X
Connections  Tag Sets
Unregister Device List
k3 Product Name
Connections : 4/256 (0 :4.T:0) k. »>
Register Device List
Product Name 152.168.250.1 CJTW-EIP21 Varable Target Variable
£ 192.168.250.2 (#002) K...
ﬁdefault_DDT [Input] t_KM_Monitor_Data Input_100
ﬁdefault_DDZ [Input] t_KM_Monitor_DataB Input_101
ﬁdefault_DD:l [Input] t_KM_Monitor_DataC Input_102
Sadefaul_004 npu]  t_KM_Monitor_DataD Input_103
New.. Edit.. Delete Edit All... Change Target Node ID... To/From Fle
Eaea

Setting is completed by clicking OK at the lower right.
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A.2 Tag Data Link Connection Setting Procedures (continued)

)

Downloading settings
Connect online to the originator device and download the configuration settings.

(1) Online
Select the communications interface to use from Option (O) | Select Interface (I) on the menu bar. (This
operation is unnecessary if interface is not changed after interface setting.)

Then, select Network (N) | Connection (C) ... on the menu bar or click E (Online button) to go online to

the EtherNet/IP network.
After online, select the originator device (PLC) to download, right click it and select Parameter (P) |

Download (D) and download it.

Information
For details on online and download operations, refer to the manual of the originator device.

For detailed settings, refer to the manual of the originator device.
* "SYSMAC CS/CJ Series EtherNet/IP Units Operation Manual (Cat. No. W465)"

e Using the NJ/NX-series

With the Sysmac Studio Ver.1.10 or higher, tag data link (EtherNet/IP connection) setting is possible when using NJ/
NX-series PLC as a tag data link originator.

Creating Network Variables (Input)
Create Input area in the PLC to receive Input data from KM-PMBN-EIP devices.
The setting method for the NJ/NX-series PLC is shown below.

1
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Starting the SysmacStudio

Start the SysmacStudio in one of the following ways.
— Double-click the shortcut icon of Sysmac Studio on the desktop.

H

— To start the Sysmac Studio, select All Programs | OMRON | Sysmac Studio | Sysmac Studio from the

Windows Start Menu.
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A.2 Tag Data Link Connection Setting Procedures (continued)

2

Creating Project File

Click New Project in the upper left in the start page.
To edit an existing project file, click Open Project and select the saved project.

Sysmac Studio

Enter the Project name, author, and comment in the Project Properties Dialog Box, select the device category,
the device (PLC model) to use and its version, and then click the Create Button. (Only the project name is

required.)

B s s 0

When you finish setting Project Properties, the following screen will be displayed.
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A.2 Tag Data Link Connection Setting Procedures (continued)

3

160

Creating Network Variables (Input)

Create network variables to be the input area in the PLC.

The KM-PMBN-EIP sends four tag sets (136 bytes each) as the input data, so create the network variable as a
structure variable or array variable.

This section shows how to create structure variables. (For array variables, the following "(1) data type
registration" are unnecessary.)

(1) Registering Data Type

Create a structure type as the basis with the following procedure to create a structure type network
variable (136 bytes each) for receiving the input data of the KM-PMBN-EIP.

(1)-1 Opening the Data Types Tab Page

Double-click Data Type under Programming | Data in the Multiview Explorer, or right-click
Data Type and select Edit from the menu.

(1)-2 Registering structure Type

Click the Structures Side Tab in the Data Type Editor, and then the Structure Data Type Editor is
displayed.

In the Data Type Editor, press the Insert Key or right-click and select Create New Data Type (N), and
enter a structure name. As an example, we set "t KM" here. An error is displayed because there is no
structure member registration at this time.
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A.2 Tag Data Link Connection Setting Procedures (continued)

(1)-3 Adding structure Members

Right-click the structure data type you just created and select Create New Member (M) from the menu.
Register members and data types to match data received from the Main Unit.
The registered Pane will be as follows. The member name can be changed as appropriate.

(2) Network Variables (Input) Definition

(2)-1 Opening the Global Variable Tab Page

Double-click Global Variables under Programming | Data in the Multiview Explorer, or right-click Global
Variables and select Edit from the menu.

B oot v ot -y o G
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A.2 Tag Data Link Connection Setting Procedures (continued)

(2)-2 Registering Network Variables (Input)

In the global variable table, press the Insert Key or right-click and select Create New (N), and enter a
variable name. Next, change Data Type to the structure type name created in "(1) Registering Data
Type", and change the Network Publish Attribute to Input from the pull down list. In this example, the
names of the network variables (inputs) are set as follows.

t_ KM_Monitor_Data

t KM_Monitor_Data_B

t KM_Monitor_Data_C

t KM_Monitor_Data_D

Also, “t_KM” created in “(1) Registering Data Type” is used as the data type.

 Global Variales X
(No group) o

Initial Value

t KM_Monitor Data C [t KM
t KM_Monitor_Data D |t_I

w
H
.

Associate the network variables created here with the tags used in the EtherNet/IP connection settings
described below.

Information
To process the input data as an array variable instead of a structure variable, create a network variable
having the required tag set 136 bytes with an array of UINT as Data Type in the following example.

1 Glabal Variables X

Group Filter ¥ [(NGGroup) v

Name Data Type Initial Value A Retain | Constant Network Publish Comment

KM _Monitor_Data B |t KM O [ |input v
1 KM_Monitor_Data C |t KM [&] O |input -
m] O

t KM_Monitor Data D [t KM
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A.2 Tag Data Link Connection Setting Procedures (continued)

4

EtherNet/IP Connection Settings

After creating the network variables (input), perform setting the EtherNet/IP connection for EtherNet/IP tag
data link communications.

(1) Opening the EtherNet/IP Device List Tab Page
Select Tool (T) | EtherNet/IP Connection Settings (N) on the menu bar.

= o s
e

(2) Opening the EtherNet/IP Connection Settings (Tag Set Display)

Select the EtherNet/IP originator device and double-click it, or right-click the originator device and select
Edit (E). (If you use the built-in EtherNet/IP port, only the built-in EtherNet/IP port is displayed as an
originator device. In that case select it, highlight it and then operate it.)

(2) Registering the KM-PMBN-EIP Devices to the Network
Make the following settings so that the KM-PMBN-EIP device operates as a target.

(3)-1 Installing EDS Files

To configure KM-PMBN-EIP as an EtherNet/IP tag data link communications target, install the EDS file
containing the configuration information of the KM-PMBN-EIP in the SysmacStudio. Once this installation
is done, this operation is unnecessary from the next setting.

EDS files can also be downloaded from our website.

Register the CIP revision that corresponds to the EIP CPU version indicated on the side label of the Main
Unit.

Refer to the label on the side of KM-PMBN-EIP on page 145 of “A.2 Tag Data Link Connection Setting
Procedures (= 144)” to check the CIP revision.
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A.2 Tag Data Link Connection Setting Procedures (continued)

Right-click anywhere in the Target Device List in the Toolbox on the right of the EtherNet/IP Connection
Setting Tab Page and select Display EDS Library from the menu.

B8 DS Library

Click the Install Button at the bottom left, select the following EDS file, click Open and install it.

Model name of the KM-PM EDS file name

KM-PMBN-EIP KM-PMBN-EIP.eds

When installation is completed, the category “Motor Condition Monitoring Device” and the registered KM-
PM devices are displayed under the tree of the OMRON Corporation in the EDS Library Dialog Box.

B eos Library - O X
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A.2 Tag Data Link Connection Setting Procedures (continued)

(3)-2 Tag Data Link Connection Setting Procedures (continued)

Click the (Add Target Device) Button in the Toolbox on the right of the EtherNet/IP Connection Setting
Tab Page.

As shown in the following example, enter the node address (IP address), and from the pull-down list,
select the model and revision.

192.168 . 250 . 50_

del name KM-PMBN-EIP
Rewvision 1 v

Click the Add Button at the bottom of the toolbox. The KM-PMBN-EIP device will be added as a target
device.

(4) Editing tag set

Map the KM-PMBN-EIP Input data to the memory area of the PLC using the EtherNet/IP tag data link by
associating the network variable (input) of the PLC with the tag used in the network. As a method of
editing the tag set, there is a method of registering all tag sets, and a method of individual registering by
right-clicking and selecting Create New Tag Set. Here, the method of registering is described.

(4)-1 Open Tag Set Registration Setting Dialog Box
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A.2 Tag Data Link Connection Setting Procedures (continued)

Click the Registration All Button in the Tag Set Pane, a list of network-published global variables will be
displayed. In this example, only the following registered network variables (inputs) are displayed.

t KM_Monitor_Data

t KM_Monitor_Data_B

t KM_Monitor_Data_C

t_KM_Monitor_Data_D

Check Selected Items "~ Uncheck Selected ltems

(4)-2 Registering All Tag Sets
Check the check box of the network variable to be used as the input tag among the network-published
variables and click the Register Button, and then the specified tag is displayed in the tag set Pane.

If you perform the registering all tag set, the tag set and the tag are displayed as the same name.
The tag set names displayed can be used as connection settings. (Use these tag set names, when
configuring EtherNet/IP connections using the Network Configurator.)

You can change the tag set names as required.

Also, the tag name displayed under the tag set name must match the variable name registered as a
network variable (input).

Information
If you create connection settings using the Network Configurator, you can share the tag set names and

tag names of the PLC you edit here with the Network Configurator.
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A.2 Tag Data Link Connection Setting Procedures (continued)

(5) Opening the EtherNet/IP Connection Settings (Connection Display)
Click the Connection Button at the upper left of the EtherNet/IP Connection Settings (Tag Set
Display) to display the Connection.

(6) Target Devices Registration to the Connection Settings of the Originator

Register the KM-PM devices to the connection settings of the originator device (PLC).

Right click and select Create New (A) or click the (New) Button in the EtherNet/IP Connection Setting
Tab Page, then select the KM-PMBN-EIP from the pull-down list as the target device. (This operation can
also be performed by double clicking the KM-PMBN-EIP in the Target Device Pane of the Toolbox.)

The Connection I/0 Type is set individually for each connection.

Connection 1/O Type Target Variable
Input Assembly 100 100
Input Assembly 101 101
Input Assembly 102 102
Input Assembly 103 103

Next, when setting a target variable, if you press Ctrl + space Key at the same time, the selectable ID
number is displayed, so select the ID number to use.

For originator variables, select the tag set created in "(4) Editing tag set" from the pull down list and set it.
In RPI (ms), from the setting range of the KM-PMBN-EIP device (250 ms to 10,000 ms), set the data send
interval from the KM-PMBN-EIP device according to the system. Select the Timeout value from the pull-

down list and set it.

The timeout time when a communications error occurs can be calculated as follows.

Timeout time = RPI (ms) x multiple of RPI set by timeout value (4 times, 8 times, 16 times, ..., 512 times)

‘onnec! n I/O Type lInput/OutputiTarget VariablelSize [Byte]|  Originate able
192.168.250.50 KM-PMBN-EIP Rev 1 | default 001 finput Assembly 100 | Input 100 136t KM_Monitor_Data 136 250  [RPIx4 |
192.168.250.50 KM-PMBN-EIP Rev 1 | default 002 flnput Assembly 101 | Input 101 136 [ KM_Monitor Data 8 | 136 jon | 250 [RPIx4
192.168.250.50 KM-PMBN-EIP Rev 1 | default 003 Jnput Assembly 102 | Input 102 136 | KM Monitor Data C [ 136 |Point to Point connection | 250  [RPIx4
Input 103 136 [t KM Monitor Data.D | 136 |Point to Point connection | 250 RPIx4

1192.168.250.50 KM-PMBN-EIP Rev 1 default 004 finput Assembly 103

This completes the tag data link setting. Go online to the originator device (PLC) and download the
EtherNet/IP tag data link settings to the PLC by clicking Transfer to Controller Button.
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A.3 Expansion Error Code of the CIP Message Communications

e General Status

Gzl SiE Status Name Description of Status
(hex)

00 Success Service was successfully performed by the object specified.

01 Connection failure A connection related service failed along the connection path.

02 Resource unavailable Resources needed for the object to perform the requested service were
unavailable.

03 Invalid parameter value See Status Code 20 hex, which is the preferred value to use for this
condition.

04 Path segment error The path segment identifier or the segment syntax was not understood by
the processing node. Path processing shall stop when a path segment error
is encountered.

05 Path destination unknown The path is referencing an object class, instance or structure element that is
not known or is not contained in the processing node. Path processing shall
stop when a path destination unknown error is encountered.

06 Partial transfer Only part of the expected data was transferred.

07 Connection lost The messaging connection was lost.

08 Service not supported The requested service was not supported or was not defined for this object
class/instance. The requested service was not supported or was not
defined for this object class/instance.

09 Invalid attribute value Invalid attribute data detected.

0A Attribute list error An attribute in the Get_Attribute List or Set_Attribute List response has a
non-zero status.

0B Already in requested mode/ | The object is already in the mode/state being requested by the service.

state

oC Object state conflict The object cannot perform the requested service in its current mode/state.

0D Object already exists The requested instance of object to be created already exists.

OE Attribute not settable A request to modify a non-modifiable attribute was received.

OF Privilege violation A permission/privilege check failed.

10 Device state conflict The device's current mode/state prohibits the execution of the requested
service.

11 Reply data too large The data to be transmitted in the response buffer is larger than the
allocated response buffer.

12 Fragmentation of a primitive | The service specified an operation that is going to fragment a primitive data

value value, i.e. half a REAL data type.

13 Not enough data The service did not supply enough data to perform the specified operation.

14 Attribute not supported The attribute specified in the request is not supported.

15 Too much data The service supplied more data than was expected.

16 Object does not exist The object specified does not exist in the device.
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A.3 Expansion Error Code of the CIP Message Communications (continued)

General Status

Status Name

Description of Status

and service errors

(hex)

17 Service fragmentation The fragmentation sequence for this service is not currently active for this

sequence not in progress data.

18 No stored attribute data The attribute data of this object was not saved prior to the requested
service.

19 Store operation failure The attribute data of this object was not saved due to a failure during the
attempt.

1A Routing failure (request The service request packet was too large for transmission on a network in

packet too large) the path to the destination. The routing device was forced to abort the
service.

1B Routing failure (response The service response packet was too large for transmission on a network in

packet too large) the path from the destination. The routing device was forced to abort the
service.

1C Missing attribute list entry The service did not supply an attribute in a list of attributes that was needed

data by the service to perform the requested behavior.

1D Invalid attribute value list The service is returning the list of attributes supplied with status information
for those attributes that were invalid.

1E Embedded service error An embedded service resulted in an error.

20 Invalid parameter A parameter associated with the request was invalid. This code is used
when a parameter does not meet the requirements of this specification and/
or the requirements defined in an Application Object Specification.

21 Write-once value or medium | An attempt was made to write to a write-once medium (e.g. WORM drive,

already written PROM) that has already been written, or to modify a value that cannot be
changed once established.

22 Invalid Reply Received An invalid reply is received (For example, the reply service code does not
match the request service code, or the reply message is shorter than the
minimum expected reply size.) This status code can serve for other causes
of invalid replies.

23-24 Reserved by CIP for future extensions.

25 Key Failure in path The Key Segment that was included as the first segment in the path does
not match the destination module. The object specific status shall indicate
which part of the key check failed.

26 Path Size Invalid The size of the path which was sent with the Service Request is either not
large enough to allow the Request to be routed to an object or too much
routing data was included.

27 Unexpected attribute in list An attempt was made to set an attribute that is not able to be set at this
time.

28 Invalid Member ID The Member ID specified in the request does not exist in the specified
Class/Instance/Attribute.

29 Member not settable A request to modify a non-modifiable member was received.

2B-CF Reserved by CIP for future extensions.

DO-FF Reserved for Object Class This range of error codes is to be used to indicate Object Class specific

errors. Use of this range should only be performed when none of the Error
Codes presented in this table accurately reflect the error that was
encountered. The additional code field is used to describe the general error
code in more detail.
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A.3 Expansion Error Code of the CIP Message Communications (continued)

e Additional Status When General Status Is 01 hex

General Status Additional Explanation
(hex) Status (hex)

01 0100 Connection in Use or Duplicate Forward Open.

01 0103 Transport Class and Trigger combination not supported.

01 0106 Ownership Conflict.

01 0107 Connection not found at target application.

01 0108 Invalid Connection Type. Indicates a problem with either the Connection Type or Priority
of the Connection.

01 0109 Invalid Connection Size.

01 0110 Device not configured.

01 0111 RPI not supported. May also indicate problem with connection time-out multiplier, or
production inhibit time.

01 0113 Connection Manager cannot support any more connections.

01 0114 Either the Vendor Id or the Product Code in the key segment did not match thedevice.

01 0115 Product Type in the key segment did not match the device.

01 0116 Maijor or Minor Revision information in the key segment did not match the device.

01 0117 Invalid Connection Point.

01 0118 Invalid Configuration Format.

01 0119 Connection request fails since there is no controlling connection currently open.

01 011A Target Application cannot support any more connections.

01 011B RPI is smaller than the Production Inhibit Time.

01 0203 Connection cannot be closed since the connection has timed out.

01 0204 Unconnected_Send timed out waiting for a response.

01 0205 Parameter Error in Unconnected_Send Service.

01 0206 Message too large for Unconnected message service.

01 0207 Unconnected acknowledge without reply.

01 0301 No buffer memory available.

01 0302 Network Bandwidth not available for data.

01 0303 No Tag filters available.

01 0304 Not Configured to send real-time data.

01 0311 Port specified in Port Segment Not Available.

01 0312 Link Address specified in Port Segment Not Available.
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A.3 Expansion Error Code of the CIP Message Communications (continued)

Gene(LaeI:XS)tatus S’?;ﬂg'?r?:)l() Explanation

01 0315 Invalid Segment Type or Segment Value in Path.

01 0316 Path and Connection not equal in close.

01 0317 Either the segment is not present or the encoded value in the network segment is invalid.
01 0318 Link Address to Self Invalid.

01 0319 Resources on Secondary Unavailable.

01 031A Connection already established.

01 031B Direct connection already established.

01 031C Miscellaneous.

01 031D Redundant connection mismatch.

01 031E There are no more available reception resources in the sending module.
01 031F No connection resources exist for target path.

01 0320- O7FF Unused.
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